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5.2.2 Time - %ﬁ?@éﬁﬂﬁ%‘i
.mﬁﬁngg N ijr ,g@ﬁ»#iﬁl,g.ﬁf_gtlﬁuﬁ‘g‘ﬁ@;ﬁ’jm;l%ﬁg?% ﬁf’é‘,ﬁwﬁ[ JEﬂjF \_EJJE F'

E‘E‘*Efﬂuié@iﬁu L] 1 PR ] o VR VA R (R - K 1
S R @Eﬂfffﬁﬂjf IR RS ( NTP | q@gg)ﬂwﬁﬁﬁ ﬂﬂ—’p‘/glnl%{ FEEJJEF e
Set system time using a NTP server : T2 YRR RIS AR ¥ B R

E j;]'ﬁm E;j il q&,é‘g rf“f E I‘*J[ﬁ HQIEH‘T I o

System Tool Port Management VPN Log

Password Setup

Diagnostic

Firmware Upgrade

Configuration Backup

SNMP Setup

System Time

System Recower
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Network Time

® Set system time using a NTP server.

O Set system time manually.

| Beiling (GMT+08:00) |

[ Enabled from|*® |onth)>> |Dayte 12 [month)=> |Day)

|time.nist. gov |

Ryapally Gameel
Time Zone AT 3 = Ao ST PR 1 1 FJ
2
Daylight Saving SR T HOR A S ] o i R ps |
1A B e [E,U ; mf‘p[ ﬁ 5 PEIHF.a;q[EIE I‘ﬁ%ﬁzﬁii o
NTP Server FRLEF e “E’“‘]E[IF' Frop e il Ej@atg LI ﬁ/'f' A aspo i
L T 5 -
Apply BRI 2 S (7 A S fS ey 2 -
[
Cancel %ﬁ%’%’“fﬁ%ﬁéﬂ? TR Sy 2 P
Vif) U R S E AT ,Jj,.ﬁ £1F o

Select the Local Time Manually: = E@HFF['E%FE. , ;ilﬁﬁ“ it Jﬁﬂj HiE /J\E\ﬂj i

B FG s E D P

Network Time

) Set systern time using a NTP senver.

(%) Set system time manually.

Hours Minutes seconds

B | mewn 1| by i | Year

Al | Cemesl

e Apply” i &2 1 G Y A Sepo g ) = Eﬁﬂ&ﬁ%“‘Cancel”W ]
=VATY

B nETh: J]:%}"—L[ Flw_zeghr [P =t o WAFEFH[‘B ”F‘

n’f jsro
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VI. Network — ;Tfﬁ,ﬂﬁl%':&

R A O S SN TR TR T A
SR < AR £ ISP IR W 3 R L ey
P R

6.1 Network Connection — ;Fﬁ!}gﬁﬁ&

|Dual_'|'|'.ﬂ.N Security Router |(Required by some ISPs)
|smb. com |(Required by some ISPs)

LAN Setting

o0 517 |16 s o4 oo |

Device IP Address - 192 . 168.1.1 Subnet Mask : 255,255 . 255.0
Multiple Subnet Setting:Disabled

Unified IP Management

WAN Setting

Please choose how many VWAN ports you prefer to use : (Default: 2 )

WAN 1 Obtain an IP automatically Edit
WAN 2 Obtain an IP automatically Edit
UsB 3G/1356G Edit

0 Enable DMZ

16
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6.1.1 Host Name and Domain Name — = £/7 W iis £78

|Dusl_HAN Security Router] (Required by some ISPs)

|smb. com ||{Fiequired by some ISPs)

iy R PR (2R ) I 6 PR SRR R
R IFTR ISP it |

6.1.2 LAN Setting - W ifiZamt:

PR LAN 1P £ 192.168.2.1 > = 5fffi iR e 1Y 255.255.255.0 - Lt I TRAf
%"fﬁlﬁ‘@ﬁlﬁ°

LAN Setting

o0 17 {te 16 Bo+ oo |

Device IP Address : 192 . 168. 2.1 Subnet Mask : 255,255 .255.0

Multiple Subnet Setting:Dizahbled

Multiple-Subnet Setting - "5/

~J;# “Unified IP Management” 3% i EEE Y e AR 1P e

e
< AR
ﬂﬁ—f‘ﬁ_a' °

17
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LAN Setting

De'u'iceIF'Address|192 |.|1E'8 ||2 ||1 | SubnetI'-.-'Iasltiz55 |.|255 |.|255 |.|'j |

[ Multiple Subnet

LANIPAddress | || [ [ |

subnetMask | || || || |

Add to list

Delete selectad Subnet

[MJF“E_}FTT\ I~ EE AN G I EE U POREES 1P up  E]EE EH{P Fi* F SRR lﬁﬁi
k3BT Y PC 1 RL= 15 %Lpu P i s [l BB SRR T A - R
BT > Ut f[%*?‘l %’:“E LA IRIPY 1P SRS - 190 192.168.3.0 © 192.168.20.0
192.168.150.0 &=~ }H ﬂ*“ﬁj%&vp‘ R Elulﬁﬂﬁ“rﬁﬁgpq %ﬁ[ kﬁ}ﬂ 3=|3-’n_ METE I

Bl i Ay IZ"‘ETFIL O e S s = -

6.1.3 WAN & DMZ Settings - 7,555 WAN wbﬁu’gmﬁar%‘*-&
WAN Setting - ’?}iﬁﬁfﬁl%‘i‘—_
WAN Setting

Please choose how many VWAN ports you prefer to use ; (Default: 2)

WWAN 1 Obtain an IP automatically Edit
WAN 2 Obtain an IP automatically Edit
usB 3G 356 Edit

Interface: # ssgsinr: WAN jipiitf) -

Connection Type: =it E/?a*ﬁinﬁ[lﬁl A EAYVHIASSTRGE © :E’ﬁ‘,ﬂlﬁg?ﬁ_ﬁ?'%ﬁiﬁ_?ﬁk
ERE  FIEVE P Ragts R E 1P Bi-: PPPOE Hbiiet : PPTP MM 1) ]
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it -

Config.: gﬁg&“Edit”ﬁgﬁd Fe J?![iﬁfa AL kﬁ:p =g ,f@#jv, T A iﬁ%"f
Hr J‘R F[ J@rLFIF RN ea?uf[ 2~ ISP FJ}_T\ (5 E JIEJMJ&"‘ \ }El .

Obtain an Automatic IP automatically — FIESZVH IP #ui-

WA R RO 5 o A5 ) DHCP B[R IV IP L %1
s [0 ﬂ[lﬁ&@?ﬁzﬁkﬁi DHCP # | FSIss S » %) [l p 7 [flpo 2 » ﬁ%
E?Vﬁlrggggﬁ%tgj;%sw N p ﬂ\ﬂlﬁ%ﬁl .

T FIEEIVE P RIS S (S TR T T DNS P9 IP b ko 2058 PS8R SR Y
DNS ffl %‘3 IP b4k

Interface: [HAN1

WAN Connection Type : | Obtain an IP automatically

CJuUse the Following DMS Server Addresses
DN 5 Server{Required) :
DM 5 Server(Optional)) :

[] EnabledLine-Dropped Scheduling
Line-Dropped Period & from (0 -{0 to |1 -{0 (24-Hour Format)

5 ) _— :
Line-Dropped Scheduling : mllnutes ahead line-dropped to start new session
transferring

Backup Interface: | disable «

Beck | ( Aggly  ( Gemeel

Use the following DNS [ & /{1 |F &5 DNS [flfgy IP #94F-
Server Addresses

DNS Server :

ggjﬂ L pJ ISP Al fioafiiss ¢ iR AR S IP Ak D
» i % f/FI oA o
%E?%www¢wﬂﬁ%@@W%ﬁﬁw°
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Enable Line-Dropped
Scheduling :

R R &Y
?{ﬁ°fﬁF‘Ljﬁ*&ﬁﬁf’%ﬁ“ PRSI > (00 v 12 : 00 2]
’%I‘G 00 Vi lﬁjﬁjj ﬁ%ﬁl'@@@?%f“lﬁ’r HES ‘?'f‘EH%g

PR - I R R W 3 21
A T pJﬁqwjﬁw el ETELE R - ?ﬁ% e
)l;‘&‘ﬂ“[j:f_ﬂ I%’?[iﬁfﬂ'fﬁﬂ ,;f o [RIIF=s B S HER T ’?‘[1@‘41 ﬁgﬁgkﬂ JE%_I:FIE
BT LT L - P
R > SRPPAFTROSASE L R a2 SR )
"D I S R o R

Line-Dropped Period :

i P A g T T

Line-Dropped
Scheduling :

fiag S W H‘?ﬂiﬁfa“[ﬁf[lgﬁgg%,fz U Fi) % S TR
) F[J:LEJ@VH—E[H;[ ﬁ?liﬁwﬁ 3 7}*@3?&

Backup Interface :

AL SRR SR P
2 S (S F B ol (54 ISP Ssyt i

[Io

%@,&Apply H%JFF 1 MJTF’?W%J%&{ frete 2 Cancel” 'Hrﬁ/aﬁfﬁﬂ
—]'F)’T] CISFF[J??Z‘—L[ FLJK‘E]\T I—‘Lﬁi[:’%]‘l:d F[EAFEF [_E][—J‘FI}J][':I/HIJ—}FAII Jj{S“

Static IP — i3 IP

TSPV ISP E Af SR [ty 1P “ﬁﬂ—{",L %Lﬂ_ P ZUHIRE R ISP Ay gAY IP %Y
woT IR ﬁn’ﬁ’rg h ’FE‘F%%JL*EI\THI
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Interface: |f4H 2

WAN Connection Type : | Static IP w
WAN IP Address: @ | |0 | |D u
Subnet Mask : (255 | |255 | |255 | |0
Default Gateway: 0 | 0 | 0 | |0
DNSServer{Required) : |0 |0 |0 0
DNSServer(Optional): (0 | |0 [ @ | |0
Shared-Circuit WAN environment : () Yes ®INO  (Filter brosdcast padiets from WAN)

MTU: (& Auto O Manual bytes

[ | Enabled Line-Dropped Scheduling
Line-Dropped Period : from |9 -|0 to |1 -|0 (24-Hour Format)
Line-Dropped Scheduling : | minutes ahead line-dropped to start new session transferring

Backup Interface : | disable

Beek ) ( Agply ) ( Cereel

WAN IP ﬁfarj“ [EP ISP Aty g o e (0 [l 1Pk SR Pl o
address

Subnet Mask | i * (Y ISP Foff i fjr 2 [l 1P 0 o= Spsa gt » g
Y 8 flalfhil t: IP #ykih-: 2565.255.255.248
v 16 e[t 1P #yyf-: 255.255.255.240

Default Jiy (2 ISP Ty A 7 1 1P ot B ) L
Gateway M ADSL i » — 4t ffERL ADSL £PRI 5 (ATU-R) 9 IP it -

DNS Server | i * [&[Y ISP it PR RS 1P Sk B piE T - A
i %Fl‘;': e

SEEPRLE I R AR R b -
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Enable SIEFT = G RS R EORF ] - o G R I
Line-Dropped ﬁﬁ“ﬁ*ﬁﬁﬁﬁ‘%ﬁ* RYRIFSIEGT > BTIPPEvE B 12 2 00 275 E 6 : 00
Scheduling | [+ ] 7£1%E1&<%7%"“H'§T BESRER AN e B PR
]th{ H‘g[iﬁ&*@gﬁ@ UER] FrfE EI[ﬁr‘?ﬁﬁ&fﬁ%ﬁj‘(ﬁFétj&ﬂﬁ@iﬁ_[;gl\ﬂj
PP R EIPREE R ?ﬁ%’iﬁ‘lffﬁ?‘?ﬁ&*ﬁfﬂiﬁ Far el
[ﬂku B #é%w?‘i’?[iﬁfa ﬁgﬁﬁuﬁﬁmiﬁiﬁuﬁ_jg\m g (ST Fslr
P I 1P ST - R ﬁﬂq%@‘ﬁuﬁﬁmp[t ok
IS SHARRI » f TR D I S RS R o
Line-Dropped | fii * 1'% sl g 9o el -
Period
Line-Dropped | i * &7y G 1F =, ol | el 550 1] 2 = RIS Ry gy
Scheduling ARG IE PR L gt ;ﬁf}?ﬁﬂ o

Backup F pRLP T SR R SRR P (SR TR
Interface 1% - ﬂfiﬁLT@%ﬁlﬁ_fﬁﬁéliﬂﬁrﬁ[ﬁj (i ISP SISy, ] 1 -

RER Apply” S 2 Al s W F el Yy i BRI Cancel 1| ¢ 1 T2 4]
TSR R IR R R T
PPPoE

kG ADSL i FEHBRI G " 15 ADSL PPPOE) » B * ISP i fiuffl [l ¢ e
‘ﬁ“’ﬁ?ﬁ" "JEEFE P Y PPP Over Ethernet fiifiighiast - RLIAY PC RSB ISP
H [y PPPOE ?ﬁ%ﬁf&”ﬁ%ﬁfjﬁ:ﬁ ’ ﬁ%}{f}'ﬂ =2 T%T’E'FJ U i 1P EAE S i

22



Dual-WAN Security Router

Interface: [f4F 1

WaN Connection Type ; |F'F'F'UE v|
UserName : | |
Password : | |
) Connect on Demand: Max Idle Time Min.

@ Keep Alive: Redial Period Sec

[Jusethe Following DMNS Server Addresses
DNSServer(Required): [0 | [0 [0 [ [0 |
DH S Server{Optional) . | | | || || |
DN S Server{Optional) . | || || || |
DH S Server{Optional) . | | | || || |

Shared-Circuit WAN environment : ) ves ®ND [Filter broadcast padeets from WAN)

MTU: & Auto O Manual I:lby'tes

] Enabled Line-Dropped Scheduling

Line-Dropped Period: from © | :° |t |l |:0 |(@4-Hour Format)

Line-Dropped Scheduling : minutes ahead line-dropped to start new session transferring

Backup Interface :

Beck ) Awgly ) ( Gemeel

User Name iy ISPy ISP A Rl

Password i 7 [P ISP TRy SR OG0 PR -

Connect on =i ﬂ”ﬁ‘ﬁ“éa " FIFAE PPPOE SSRBETJ= « Hi ™ | sl =

Demand AR ERFTVAR T F IS R ﬁ[ﬁua =TT BT
I*ﬁ()’ —raﬁfﬁlgﬂ%&\ (55 jgll% TR E F e [ﬁlﬁﬁj‘f%éi%(’?%?%

Keep Alive IR S [y PPPOE Hih LRSS SussLy | e (8T
TR PR ORI TR 30 7) -

DNS Server | i * [ ISP 5 iy ¢ i Y IP 15t 1 pifi *
g R R
Y i I ISR I [ AR SR R -
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Enable SLEFTPR= @ RS AR EOR ] < S G
Line-Dropped ?I@wﬁﬁuﬁ@%wgﬁ“ e ﬁuﬁiﬁkﬂ FIUrEvEE 12 1 00 ZE -
Scheduling 6:00 il l[ﬂﬁﬂj AT 8 e AEIRER R E ) I
I - s T P SRl - > HITE ] “7?{*@‘“?#’71‘
OIS asess R 18 EPTEEE R ?'ﬁ RS A
* ]yj'?[ﬁﬁ)‘a-, LLI ,q‘ o PRIF= R TF§EF)U[T‘—_{-?[@1ﬁ§’ﬁ§{”ﬁ§-ﬁm—’\ﬁiﬁj
R [T P T R PR
FOR{FTIRIIYEAE L PR AT S ARSI R DI

SRR TR P R
Line-Dropped | ffij * F?ﬁ@‘h%[ﬁﬂ EELE RSO PIRG F] «
Period
Line-Dropped | fij * 257 S P ] vl 4555 i) 2 = el ber
Scheduling [rosgAsate BT st 9t At -
Backup FRLI I E %Mﬂﬁ*#ﬁ s %&fﬁ“%lﬁ“ﬁﬁ [l SiAfT 1
Interface R - ﬂﬁ EN: "EF /L_TE@HIF'*?’[@FE}[F[ [ ISP SEustoH, i
[ [ o

%“APPW”H’%EW f 1l Y A l"iai‘ﬁlé[ﬁ%d‘f7 % 2 [iER 2 Cancel ™| ‘F’ﬁ"?%l‘? ]
—]'F)’T] cISFF[ J?&‘—L[ FL ;bgl\f I—‘Lﬁi[:’%]‘l:d F[E/‘FEF [T1 e F[{;]‘l: Iy HIJ—]/ Tfll Jj?S“

PPTP

I=2Fi5% PPTP (Point to Point Tunneling Protocol) ;Jrﬁﬁtmﬁl Mot ISP 1F—,w AV
AR EFEEE R I B TR [ Y PPTP it -
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Interface: [fAN 2

WAN Connection Type : |F'F'TF' v|
WAN IP Address: 0 | [0 | o | |0 |
Subnet Mask: (255 | [255 | [255 | [0 |

Default Gateway: © |0 |0 | |0 |
UserName : | |
Password : | |
O Connect on Demand: Max Idle Time Min.
® Keep Alive: Redial Period Sec.
Shared-Circuit WAN environment : ) Yes ®NO [Filter broadcast padets from WAN)

MTU: @ Auto ) Manual |:|mrtes

[] Enabled Line-Dropped Scheduling

Line-Dropped Period: from|® | :[0 [t ! |:|0 |(24-Hour Format)

Line-Dropped Scheduling : minutes ahead line-dropped to start new session transferring

Backup Interface :

Beelk | Amgly | Cencel

WAN IP iy Y ISP Frey 3R AU i e 1P AR EHIVE - i

Address

Subnet Mask | iy " [EY ISP 5ok Ry (il M [l <2 1P A0 S5 Efﬁ, °

Default fiay Y ISP Erfg EAVES 0 H I TP rﬂﬁusgr%r%;g [2RL

Gateway {17! ADSL i - — 4EFLf il ATU-R 9 IP 2t

User Name i L2 ISP Y SRS P H €7 -

Password far IS ISP Ay SERY I S o

Connect on = hopjeq= 3 iﬂfé"ﬁl@ PPTP Hi% liiskic Suifh = | T EsR s Fh[

Demand IR e kL nﬁg‘ﬂ*ﬁﬁ B “a%"? PR ISP i
#Fﬁa&" [sl[i e Fgﬁﬁf B I Bl ﬁ"&E‘ PSS -
R EHGRRVET }JF“E?@\E%F Fl%t 55ieh - [& [ E‘I*ﬁﬁ TR
Fl[FZ/[F”E[ *JP%L:‘“?%E%F

Keep Alive PR SO PPTP JLS lLfsy” Sgrisey R8> ) 2
JEII*%JL;G@??‘ PRI > SHREL 30 F) «
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Enable SRR F VT B S RS ORS f o R Ts
Line-Dropped ?I@wﬁﬁiﬁ@%ﬁiﬁ“ JRRIFSESD - BTOp v L 12 - 00 ZiEE
Scheduling 6:00 il l[ﬂﬁﬂj AT 8 e AEIRER R E ) I
O[> R (R S e O] A “7?’[@‘“?#’71
OIS asess R 18 EPTEEE R ?"% RS A
* ]yj'?[ﬁﬁ)‘a-, LLI,q‘ o [RIF=, £ JTF%F)U[T‘—_F?[@1ﬁ§’ﬁ§{”ﬁ§-ﬁm—’\ﬁiﬂj
LRSS (iR P P R PR
ﬁ_ﬁﬁ%’?&lﬁ@?&ﬁ;plﬂ PR AR SRR - R D
AR RS O R -

Line-Dropped | jfii Hﬁ[f@‘?ﬁﬁ[ﬁf[l%@}% AR p A R ] -

Period
Line-Dropped | " Lj’fﬁﬁrﬂ”?ﬁ@‘“ﬁf[lﬁrﬁ}%%w Vi B IR 7]
Scheduling s R AR S 9t AR -

Backup FRLIR S E | %%ﬁé-h{%g i %&“E’E’}MF;[EHPB[S— [l SiAfT 1
Interface Iéﬁfpj:’é L i@ R P I [ﬁ[p (1t ISP sffuisyo ity
H

%@,&Apply H%JFF 1 MJTF’?W%J%&{ frete 2 Cancel” 'Hrﬁ/aﬁfﬁﬂ
—]'F)’T] CISFF[J??Z‘—L[ FLJK‘E]\T I—‘Lﬁi[:’%]‘l:d F[EAFEF [_E][—J‘FI}J][':I/HIJ—}FAII Jj{S“

Transparent Bridge — Mﬁ%’fﬁ?‘

F”u AV 1P =REHRL 2 A IP 7 3 LR “fﬁ?ﬂc‘%‘/f Tﬁ IP(f]1 192.168.2.X)
SN ﬂﬁ”*ﬁwwﬂﬁ AR S
ﬂﬁﬁ%ﬁ'@ ’I]E{»ﬁ;fu FII |J§k “Fﬁ‘FEﬂ}IF[JIP HELE Lj[;ﬁj “ﬁ'PIJ'ZFH' L;ﬁ, ,Fﬁ

R RS - R AR S - R b i

T fi {gg*

_”D l
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Interface: |WAF 2

WaN Connection Type : |TransparentElridge V|
WAN IP Address: 0 |0 [ [0 | |0 |
Subnet Mask: (255 | 255 | |255 | [0 |
Default Gateway: 0 |0 [0 [ |0 |
|
|

DNSServer(Required): [0 | [0 [ [0 | [o
DNSServer(Optional): [0 | o | [0 |0

Internal LAN IPRange 1:0  |[/0 [Jo [0 [0 |
Internal LAN IPRange 2:0 [0 [Jo [0 [0 |
Internal LAN IPRange 3:0 [0 [Jo |0 [0 |
|
|

Internal LAN IPRange 4:0  |[0 [Jo [0 [0
Internal LAN IPRange 5:0  |/0 [Jo [0 [0

Shared-Circuit WAN environment : () Yes & NOD [Filter broadcast padets from WAN)

MTU: @ Auto  Manual |:|tmes

] Enabled Line-Dropped Scheduling

Line-Dropped Period: from|® | :0 [to ! |:|0 |(24-Hour Format)

Line-Dropped Scheduling : minutes ahead line-dropped to start new session transferring

Backup Interface :

Beek ) ( Apply ) ( Gemesl

WAN IP i S ISP AR RV 7 R P A IV E 1l -
Address
Subnet Mask ﬁfu??J‘ & ISP Ao SRRV (7 |6l 1P R i SR R
1+ 255.255.255.240

Default iy 18P ISP e R T i [ 1P r'j»ill—f[fﬁ‘»g?ﬁﬂig‘_ =
Gateway (&L ™| ADSL Elivﬁ—ﬁ P AEF PR ATUR [0 1P o g
Address

DNS Server fidy IS ISP B B AT R AR 1P 2l 8D

A SRR
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Internal LAN fiay LS ISP A R (0 R 1P %‘*[éﬂ *',irﬁ*gm ISP

IP Range 737 -TF[L _x]t [47 IE.P_QQF[J IP b Rl L I53 HJ@ ﬁﬁ
IP i1 ~
Enable S PR R R R ORS ] - 7

Line-Dropped | = » " il Hﬁ@%w%ﬁ’* R TEIPIEGRT - BOp et 12 -
Scheduling 00 TU/E’%I-6 00 . fefl+ it [ i 7%1%&15@@7%[‘7?[1%? AL
AT liﬁiﬁiﬁ*&*ﬁkﬂ’l%lﬁﬁ'lﬁ4@1ﬁ§ﬁ@<ﬁiﬁ’ﬁ* » Fr
L 5: I R It Tl Hﬁ@“ﬂ{ﬁdﬁ[lﬁr ErFrfisE
ﬁ ?ﬁ*wﬁﬁwﬂiﬂ%%@%m# [ 85
m?}%@mﬁgﬁﬁuﬁﬁ'ﬁiﬁulﬁ,qﬂ& g[S }’EY”JIP
’E‘&‘ﬁkﬂfi'H?ﬁ@‘“ﬁﬁ"ﬁ@'\ﬁ'J Fgﬁff AR PR
PR AR LI IR A A o g o
Line-Dropped | fiij * [k [Iﬁrﬁﬁf%wﬁﬂiﬁﬁﬂwﬁ
Period
Line-Dropped | fij * | Eﬁﬁril*’?’;@[ﬁ[l“rﬁ%%ﬁ% il il
Scheduling %@ﬁuﬁq&é:ﬂlﬂ iR e L il

Backup LSS SRR BB P
Interface AT G IE - ﬂﬁ T f@“'*’?’[@wfﬁfﬂ [l ISP szt
pﬂ?ﬁ@‘h[ﬁ[ [ o

&’!ﬁ,& Apply’ Hff‘t,[f & 1 s MY S JI%JLT FL 2 [ F%‘H“Cancel”flﬂﬁfg]iﬁw
TETE :IS‘F J?g“ FL #‘E]V‘ I—-Lﬁi[:’fél‘l:d F[EAFEFQJ[_Q S FUI‘IZ % HIJ‘}’ TEAII Jj{sr

DMZ Setting — ZEH3\ B

SIS SRR R F”ﬁgﬁmrwﬁﬁ%DMzﬂﬁﬂﬁﬁﬂﬁﬁﬁ*ﬁméf
7ﬂ&aﬁﬂﬁ§’Lanw/ﬁa¢ﬁafﬁﬂMal ¥ S YA 2 B 2R
[ DMZ P e g ) i 1P A iR il %é‘é IF=DMZ Er'plif“ Tl B B el TV St
TEGE IR gw@@ﬁw

Enable DMZ

DMZ Setting

DMZ 0.0.0.0 Edit
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IP address: JF=7figi= (357 VFA »> DMZ SRifi 1P #4355 ! -
Config.: FE“Edit" & 'l':2 " DMZ ElfJFi’s}fE,'ﬁFinT ° ﬁ%éﬁ:%(l‘ﬂ E{fjﬁ%iggzpq o

[~=DMZ EIfJF%Jtp 73 £ Subnet ~ Range [y

Subnet -

DMZ ?’?[iﬁfa?fﬁf—é‘, WAN g1t [ﬁjgfjg»;ﬁ[ﬁﬁ'—é‘, Subnet ]I -

ERLE ISP I 16 4 7 IP 912 220.243.230.1-16/ 3 265.255.255.240
o [ F~16 i IP FI*Ryas Y 220.243.230.1-8 [+ it bt : 255.255.255.248 »
Pl 5 220.243.230.9-16/ st kR 1 255.255.255.248 » IR 1 W BEPURLY [ 5

FUHfbI- AT DMZ 1 -

Interface |DMZ

® Subnet ) Range (DMZ & WAN within same subnet)

Specify DMZ IP Address [0 |0 [0 |[[o

Subnet Mask 255 ||255 |[255 |0

Beek = | Agely (| Cencel

Range :

DMZ =i WAN IP #5513 Al S Subnet -
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Interface |IMZ

() Subnet *) Range (DMZ & WAMN within same subnet)

Interface| v |
IPRange for DMZ port [0 J0 Jo |0 0 |

Beelk | Apply | Cemesl

IP Range: B'E?J‘* 7 DMZ 179 IP gafgl o

FIB“AppIy {51 % 1 TSI &ﬁa&%wcancerﬂfﬂgzaﬁéw
TSR R R PR R R PV Y R
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6.2 Dual-WAN Setting — £WAN ]%“-é

A ISASRLIR S |4 WAN [OSBERat - 02 YT T ™ ARy v e
14 428 ¢ (Protocol Binding)2fiF | [ B9 176t (Load Balance) S Y - i
O VA R BRI SRR O E R -

Mode
Auto Load Balance Mode: ® By Sessinn O ByIP
Unbinding WAMN Balance | Un-binding WAN Balance Mode: OBy Sessinn CayIp
Strategy Routing Mode: Oy Sessinn OpyIP

Strategy Routing Disabled

Self-defined Strategy 1 | Disabled

Self-defined Strategy 2 | Disabled »

MNetwork Service Detection

Interface WAN 1 |»

II

Enable
Retry count
Retry timeout secnnds
When Fail | Remaove the Connection hd

When InOut bandwidth is nve%, regarded as normal.

Default Gateway

ISP Host

Remote Host

O 0| 0E &

DMNS Lookup Host

oply o ( Cemeel
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6.2.1 Load Balance Mode — p1#}i5si="

Mode
Auto Load Balance Mode: @ By Session CeylP
Unbinding WAN Balance | Un-binding WAN Balance Mode: O By session | Osyip
Strategy Routing Mode: O By session[al OeyP

Set WAN Grouping
Strategy Routing Disabled

Self-defined Strategy 1 | Disabled »

Self-defined Strategy 2 | Disabled »

Auto Load Balance Mode — *Fﬁfﬁ: EIEVIY BRI

FJ [& E’”'JFFH“ F’IE&Hrﬁﬁlﬂ "'QEI%E'}H" HASBERL 1P s BLRE > ™ I?‘]ﬂ%ﬂu?’liﬂﬁ[ﬁ
SR ORTFLS I3 LA - SIS DA GO LRI * oS
(i = ] BTSRRI > R R S R 7 512K bit/sec R E PRI
]ﬂt 1 1> ’él— AN FrmEEF['Ik 1024kbit/sec b1~ {#5% 512kbit/sec Eﬂj FIIF=E IEI*J EIEkES
715 2:1 > Al £l pgl%fm\ﬁl YRR R A PR 1l S %&b;l TR RS SR

* By Session (IS ¢ HilouE” ﬁ?@ﬁdfﬁiﬂ > BRI AR
FRE 2 (MBI IR O F VT R S SRR A

. ByIP(IP B) LN IP SR SRR s 1P B ELRE
7 RIS SRR [T e V5D [ S SR S

- |

TRRGLAIASEORL IP [0 - R R i R L
ORI (SR PP IP > (P e | qw A (EFIH - R o by IP A
A e S P AR -

FnLe iR E 1P 192.168.2.100 FHIHAHYI - s8al 1 {7 Al 1P 2
§9§|L qlg/;%{%gr 80 Eﬁ?ﬂﬁ?:lﬁ}?l@ﬁﬁz E?ﬁ‘ '“\ﬁf}t"?é P FIpuEs 1P 211.1.1.1 éﬁlﬁ Ef]"%[
@1?’[@1“@1 eq |L SE e "'E{I%Jul#qu?fﬂf [E RGP TTE b= 31 ﬁuﬁﬂ* i
T TR PR F AR A 2 TR R TR - PR SR Jﬁz’fﬁ@ Hfﬂf{fu'
SRR TR ﬁ'ﬁﬁx?ﬂzfﬁ\_ﬁu IP F5 955 fﬁﬁﬁ VPR LR A R Jﬁ&}‘fﬁﬂfﬁ?ﬁ'
“"F [ij‘ﬁfg\_ro

P%J# Ipfie LR TR o 1) R ERS B F R TR e L
iy % %% (6.2.3 afjfiv Configuring Protocol Binding F% ??mF'FJ)
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Un-Binding WAN Balance Mode — L /i iy gzt

ﬁ;} "?[;Fﬁ{ﬁ& ALE T@f [ ﬁjij[[’?[@‘rrﬁ 2™ 1{6&5@% EfY P~ IR ~ B 1Y
IP 7»1@” lﬂﬁ?‘?[@ AR ) 71%’7 [W%Zﬁ'f‘p[ggpj ’@&Hrﬁ%&'@fﬂﬁé 73 el st o f%fgﬁ%‘;ifruv[ﬂ :

© O SR LY » S RS
febiif &Jé‘,ﬁﬁfgﬂ FIEY ] Tl fimsl » 53 2GRSy £1Ev s«
PSRBT UROER]IP AN BT A IP BRI
(SR IS ORI 1) Tleliiast » 3 2y pralids i -
HA |
lpdikpiw‘ﬁ” ORI R e A Y e SR TR BTSRRI B
51 80 [ it fif ufal 1 ? it - BT foH E‘EH% IP 211.1.1.1 ?ﬁf} H I [@—, 1
aaerﬁ R EALBEIRES: Bt i T (Specy
WAN Binding)f - | 1 T o I R PO S P
AR AR 1 )t - H l“ﬁ%?ﬂzfp LF” IP 5 S ht IR s s pra s o i
B ]%F[J’??I@;ﬁ?m —‘I
Gkl r%ﬂ“;aﬁ% EREPRE o T AR R R P e L i
%xfﬂ (6.2.3 éﬁﬁJ Configuring Protocol Binding @mF'FJ)

=

Strategy Routing Mode - iq'ﬁ e

Eﬁ’f@iiéE'Jﬁ‘é"?E'Wf)ﬁ* "'&E'I%'ﬁ[*%[ [ P T et (F“f[ ] o3 i o B S TR )
F IR ) il - rm\EiﬁTﬁé_ﬁ,\rﬁﬂ;M ;7 ﬂﬂ?[*@‘ffﬁ[l(ﬁ&’?ﬁ@“@“”‘ L AUEH ﬁg[gﬂ}{j?‘—t
Sl e e ] e R il il i e
RO . S A-TR - RSB 4 -
Set WAN Grouping: ‘?qiﬁ‘lm‘ﬁ’” o
FJ,’IS‘F’?%ELJ’“]%;EJ%J PR E[JQZE/IIWI@VF@‘E At A[ _'f (UK o It i Jesai ‘ﬁ
Iéﬁﬁfﬂ Fui‘v*gl[,mﬁf Eﬁa&%@ﬁﬁf}{”ﬁ”ﬁ“ M ijff H,fﬁfi,[
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Name| |
Interface
CIwaN 1
CIwan 2
Cuse
Name I VO SRR £ 78 - )" Education” ¥ Pk
‘EL/I?g ’?[@ ﬁﬁfﬁi‘:m
Interface T P23 ,@[%& 5 Fﬁ[gg%f@e;ﬁf}[ [ o
i
Add To List @vpfu?f@‘h : A o
Delete selected | "|[= & FUHFﬁ[J@‘h ;» [ JFL‘ o
MR 2=
Apply %#fi&lﬁ% 'rF:FE’i«u [“ e ] F’?’@EI*JF[J] clsrlz%if JFL
e g -
Cancel E#ﬁ&lﬁ%h Bl /g[ﬁ‘f [ ¥ PRI S EI;F%JL[ J#
| B Iff F'ﬁ”ﬂﬁpwwwrﬁ g
%Jm‘h’?‘y.ﬁ >SS 1) AR P S I IV SRR b [ S ;rﬁ

Import Strategy — [&* [

PG o it FIE D ST 7 “Import Strategy'[| S B L0 BT 1
AR P (IR 85 1) > SRl B Import IP Range”fIUR 42 - fﬁ“'fﬁ‘ifﬁ“ RLA e T

AR WA SR VEF“*JL?FIJUE‘F” P ﬂ“*ﬂ— JF filflies ‘Tﬁ?l’i’f_ﬁ'%ﬁ* Yo
gﬁg&“import R R R ADply BRI AL IP O

(e BT AAR )7 Bshafgs i -

\—4
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® Strategy Routing

() Self-defined Strategy 1

(O Self-defined Strategy 2

&

ﬁ%mm@jFHW@¢¢@%MF$E’*ﬁwwm'Wmmms‘%uﬁm“pm¢”
TR N et VTR 1P AT [REVRSSN S T DI SRV E T 1P B s
RLFE-140.115.1.1 £[] 140.115.1.255 - EM“‘?HJV¢”[¢E“ 140.115.1.1~140.115.1.255 -

= R E O P SRR e GRER L ORLELE - IWE TIPS Sl [
FERR S E R ﬁﬁpﬁjupwlP#ﬁi_m0%1m54E%“@ﬁ@Zﬂw&mLMN
210.66.161.54 £ = [ flf e (M £ iRl OO B 7 1R IORIPTAERS -

I Selfdefinedstrategy.1xt - Motepad E|@E]
File Edi Format Yew Help

1481151 17148115 .1 .255
148116 .11 1™ 48116 1131
21866 161 .50™218.66 . 16154

Session Balance Advanced Function — HiSgr56HE PETF%’:“{

SIS B SRR T [ Al 1P s Rl (EDRLS B R s T
AL AL (Hitps ~ TCP443) FHRIBI LT~ [ WAN IP Jh 25 {3 =
e il T 1P AR R R LSS SR S T ) WAN
IP 3 g ﬁwéﬁ‘ IR [iﬁél‘m%rllaai G IR AT B
PR TRERLH #%QHWWEE

SRR P R A 1P+ U TR TR IR R SR - B
@wmupa@j,ﬂw@ﬂw%M@aﬁﬁ@—W%@*Wj@%ﬂE%jH”F’%J
iR LSBT BT RIS S o S LR TR R
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[
it

Mode
Auto Load Balance Mode: ® By Sessinn OByIP
Unbinding WAN Balance | Un-binding WAN Balance Mode: O By Session [l OpylP
Strategy Routing Mode: O By session [l OByIP

Strategy Routing Disahbled

Self-defined Strategy 1 | Disabled |«

Self-defined Strategy 2 | Disabled

42 “Advanced” i%‘F TEH
(*) Destination Auto Binding
(O User Define Dest. IP or Port Auto Binding

MNo Aging Time

Frotocol :

Faort Range:| | to | |

Add to list

TCP[1863~1863]
TCP[5050~5050]
UDP[E000~3005]

Destination Auto Binding & I=EFia £[F gy IP ﬁj’ij}«'ﬂjii?‘[ﬁk il Class B #iifg!="

FIRVBSTRS R FIERiE A o IR PR (W WAN TP g SiRet o

AT AR R WAN1 200.10.10.1 == WAN2 200.10.10.2 > [*[3f[ st IP 192.168.1.100
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%£192.168.1.101192.168.1.100 i -+ ?F} {19171 61.222.81.100 [ » FL[5HS 53 121 | WANT
200.10.10.1 J it » i 192.168.1.100 £~ I 10155 61.222.81.101 ([l
Class B = i) [Fj + - ff1!] WAN 200 10.10.1 . F o SIS0 ([LRLF R E[HR9L !
a8 IP (7% 61.222.81.100 [ff- ffif Class B =" fghis') FIJIRI | FUfe sl ok il
ST 155 e

b= (1A 1P 192.168.1.101 » ik S <’/1"“\ﬁ§‘ 61.222.81.101 [ » LS5 izl
WAN2 200.10.10.2 -t siist » i 192.168.1.101 )~ — STliasf 119397 61.222.81.100 (7%
[fil= fis Class B ="5ghiiafisl) [ - *4— £ ') WAN2 200.10.10.2; Feob SIS (LRLE R 2]
B uRs 1P (1 61.222.81.100 [fi]- fl# Class B < Aff#ifi!) FI{(AIRIJFUdsiasdly ™ o
R IR 1555 it

Xﬁ%ﬂi—ﬁl !

i"Tﬂ "ACE P P 5 - A Class Bl HIEHE S  WAN IP i
MERLE & R P Y - BRG] 20— WAN P 3 55t » 7 SpE] F 1oty
RLAE ClassBﬁc“[EéI C FL TR IR WAN IP 37 s -

User Define Dis. Or Port SERELRLEE EHT AT P TS T ES PR TR RR

Auto Binding flatF Tpts 1P (5 1P #afzil) élqﬁﬁﬂﬁi ’ B'[%:[”FIJ‘ i WAN IP
FIJ)- [E I—L%E I]E[ J%jvql:fﬁjj,]m éFflg:_fbe"L
e (ST IS IR 0 P P (8 1P

R 0.0.0.0 £ 0 A 2 T {2 IP A

Xﬁi?}ﬁt !
"User define Dest. IP or Port Auto Binding ™| - 1f 1 E5
Uk gL ¥, == [ Destination Auto Binding | 'fi

skl F‘EI*J?@FV ’J [ 8 b g [l I TR = 7
Take default rules for (O™ ')
example :
NS l{@\@;zgr%;@ [ "EJ F%}*i\ﬁl:’ﬁfjtfj ]|
Y
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() Destination Auto Binding

Senice |AIITrafﬁ|: [TCP&UDPM~G5535] w

Service Management

Dest IP [ 11 1 1 ]

Enable : []

Add to list

HTTPS [TCPI443~443]-=0.0.0.0~-0.0.0.0

Delzte szlzctzd Entry

T PR 7 - P> ] TCP 443 Port (< {7 1% (0.0.0.0 £ 0 %7 (X7  Ifiut)
A& AR ﬁﬂ[ﬂﬁ‘@‘”ﬁ— i WAN [P 35 35 }*J’J‘?ﬁ (0 3l 1P s BRI 3~
WAN IP > FIRLI 85 75 LTF A SRSt G sl 33 PRI WAN 1P KR » BRI 32ty
Pl IP 192.168.100.1 % 192.168.100.2 » i [l 3y~ -i%i7 TCP 443 Port ;g;@"ﬁ :
192.168.100.1 FLEEST #4455 FeI%]1 | WAN 1 IP S5 > 192.168,100.2 bLfEES 55 =] | WAN2
P sgisse s BRI & 192.168.100.1 f| ([ TCP 443 Port floiiét » 1y 1! JWAN1 IP S
5 192.168.100.2 %<7 TCP 443 Port [Iisét » ik [ L | WAN 2 IP i -

%‘E?ﬁ%'ﬂﬁfﬁﬁ* W T | (TR A 1 Vo SO P R - g
FHTE PP R ~<p LA

6.2.2 Network Service Detection - 5 fﬁﬁﬁﬂﬁ?ﬁ’ﬂ

¥ SR QR TSRS Y (SRR - IR
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S SO AT L NSD T R PR SR B R 2 R
g R

Metwork Service Detection

Interface WARN 1 |»
Enable
Retry count g
Retry timeaout 30 seconds
When Fail Remaove the Connection w
When In| OR % |Out bandwidth is overl %, regarded as normal.
Default Gateway
[] | 18P Host
[] | Remote Host
[] | DNS Lookup Host
yaraly Cemesl
Interface B EI%JL&J'% [IREI[ER: EF”'[‘@‘M o
PR
Retry SEFIT SRS 25 N > BB AR T - R R

EVFT I8 Bt Ve A E [p“‘%ﬁugﬁ I 2 e S 91 e ngﬂ
Retry Timeout | SfHEs LA R Fl(Fy) » SH A 30 7 « A =er bl
FrIR IR | s PRSI e

Fﬁ
When Fail (1) Generate the Error Condition in the System
gt Log (FIZ# ] '%ﬁﬁt'ﬁﬁﬁf) ,sh [ERHIZ= ISP s &

EI,V‘IEH]: ﬁﬂ‘jt’? it AR I [:!: ')L'{:‘[: [&E FlE vl T (R
lﬁ\ﬁtlpﬁ%ﬁ' T KAV[@ Bl ;:Ei:rsf‘ EE s ] | ssus
iSEIaE:y ;?;L“ ﬁ' HEI
P2 i - i}d R R IAA '%ﬁfﬁ%@?‘ﬁj il
%J U E TR AR R e p b B S ?F} I oo W 'J
£ Fﬁﬂar‘gl o {7l iglaﬁﬂ i/ 10.0.0.1 £/ 10.254.254.254 Eﬂj
F;I;L’?[J@‘, ﬁfj 14 F:;?F% ﬂ e ?IJ@L' ]'ﬁzij‘jigﬁf: U[#’ﬁi}
B B[R IR P [ﬂtii'[ e 1 }ﬁ*@w il
2 kA F:?BlL £ 10.0.0.1 £ 10. 254.254.254’#7 3=§| o
B 1 R P -
(2) Keep System Log and Remove the
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Connection ({’—JJ[S%?; FBLEE): FHIEEUTIJ“%’ ISP i o
Eﬁ —?1“3'57 7 —ﬁwﬁE‘:‘:H'}i’j’ fﬁiﬁﬁw\ﬁﬁﬁ%ﬂﬂé’ s
=] I'—“WAN ‘F‘ SRS e fE ’F«riﬁgl G AR [ ’?[iﬁfatﬁﬁ.\
| gu[:gmiﬁuﬁj@‘aﬁﬁ ﬁf&mﬁbﬁlﬁg[%@?ﬁ_ﬁ E‘Jﬁcﬂﬁ‘ﬁ"ﬁ
AR

(3) =550 E'inﬁ§’$l#?’1@1fﬁﬁ1§é}lﬁwjj Jees, f‘?’l@@j?ﬁ
THIFOE 1ot ELRLF P b ) st ?Bf R 0 B
F“ﬂl’igi YR R (- R SRR o b1 PR

AR » B RS S b -
Detecting Feedback Servers {5} ™ Ji* [Viesp fl 3y 88

Default Gateway | 1T ELﬁE%ﬂ%“ﬁf}]}J ffEl o YT ADSL EETEREY IP G g

P RER BEFE VR o AR OB AL T ¢
Liﬁl !
E Kﬁb’} [ ADSL A58 ORISR T ﬁ’ﬁ:mlﬁ’gf;ﬁmﬁ I ﬁk/ﬂﬁl [
R AR AL ISP SEA Jia“lﬂcp? SR IP o HIEERRL
o SR E R TR ISP B > T %I?T‘%}
ISP Host ISP ¥ jﬁuﬁﬁuuw‘fﬁf Y ISP fiy DNS | [ﬂ N 1P Pl ,if%:@_»
ISP |1 SRIIP AL ) S
(ﬁeﬁg ’ ISP,FJDNS IP) -
Remote Host }E'Lﬂﬁf}” "i{*&ﬁﬁﬁﬂl* fﬁ[‘ » =Remote Host IP i ik f++ (LT
SEE IR RS [ B ISP,PJDNSIP)

=] DNS fA3R3 :ﬁjﬁﬁ& PrEFARST DNS o {EmRIof ) (P f L A
WA EPBAERT | “www.hinet.net > i i3] IP £40) « I9F - il WAN s
7\ F[J [“31% 1 ﬁl[ﬂ F[U%ﬁfﬁﬁ

EHEC!
R ESE R PE SRR o S (RS T WA R T PRI
I(WAN1~WAN2)EJ IP 55 T IR (IR 55 A [HH?[@‘hﬁ(WAN1)1$L"r PR R
“ [—%ﬁiﬂﬂ\;{_ﬂ PUEL - R T 5T |ﬁ’?ﬁ£§fa’ﬁﬁ ’EI [&E |“1F[J’?[J£E§'Fﬁ [ [(WAN2)%r
RO [ RS TR SRR ¢ TR © By - fﬁ?‘f@"‘
(WANT)- 4 » ¥ ELET~ (BT |(WAN )AL FEI 7 o ST
FHOPEFSE] WAN2 -
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6.2.3 Protocol Binding — {#3:#% %‘f;
R

:mscEHé"Sﬁ fzp PF,'?T |ﬁ’?‘ﬁ@‘«“{ﬁl§#p[ ) ;J|[4§,ir§§ F”‘”EEE"I' 73,}5_7\ a,L_ I
TR ARV E IE&%@%T}‘U PRl Fufu ]‘E;/[N H”t{r—-’lﬁ%iﬁf‘“fﬁ[ 'IWWEEE'P%JL s 2 T
}FF ﬁf{? ISR 1R [E—?F'[H%‘*ﬁfﬂ

7r"WAN Setting”f|1 » B Editf5 2SI 5% ™ Fp A O -

It
e

_.El

WAN Setting

Please choose how many VAN ports you prefer to use : (Default: 1)

WAN 1 PPPoE Edit
WAN 2 Obtain an IP autornatically Edit
UshB 3G /3.5G Edit

ApEE

WAN [OBIJIE PRI R ST OApgies e 0 ™ ST > QoS Em;fgﬁztﬁrug
(AR 7 J*/Eﬁ'u‘ﬁt bt pl T | ”ﬂi/[ulﬁ IP R ARass it CHRSsERE ) ) e ™ [y = ey
IR T AP RS WANT 3 WAN2 B BRGTOAE s e E e o ) - T
G R IS 512KbitSec - ﬂwﬁs; RS WANT+WAN2=1024Kbit/Sec » 5
FIZEp 50 f 1P 7 7055 “Fﬁ,n Tl s N sl Py e R P
1024Kbit/50=20Kbit » 555 * fi') W\ B | P ) ta 20kbit/Sec » ™ F[fl LT
e I iAe QoS b Ikl » (MIF 2B 4 =11 8.1 QoS FPRER -

The Maximum Bandwidth provided by ISP

wan
w2
USB 756
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Protocol Binding — {3581

0 1 oA 1 1P g i PRSI R RS (L WAN L o T 32
e 1P 5 (il AL S I“?ﬂ@‘ﬁfﬁ [ EIERT G

EE

R FI AR AR N o Y (R AL | (WANTRL T R R RS
2% 1 LT ]*'j?ﬂiﬁffﬁ[ [(WAN2~WAN4)fv 1P p5 ™ R 55 IR (TR 55 I Al F?’ﬁ@‘ﬁfﬁ
(WAN1)1%H' UHERLEI ST |ﬁ’§,i§«“ﬁ§‘[ I((WANT) T Fu%ﬂﬂﬁlf’ EREEAVAIR] > TS
FE | u%@‘. [ﬁ[ l?lﬁ@zf’[ %%u [Afg 1P~ R ] Bﬁffﬁ FIpuEy IP > 3=E Papy IP By
F‘gFl ql’7j %@{ﬁ[ IH I“’ J N

Protocol Binding

Serice: | All Traffic [TCP&UDP/1~65535] v |
Source IP w| [toz | [ |1 || || |
pestie: | || || || |t
Ll
Interface
Enabled : [
[ tiove up |
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Service: IR TR EIR TR -t SRR
(Y0 All -TCP&UDP 0~65535 » WWW £ 80~80 > FTP £}
21~21 %) 515%139%;% £5 All 0~65535 -
SR *@FM”- I if%ff:fi RS T R G T - A
e PR 2 f1 | SRR3R
Source IP: L 1 pE fﬁ P 'ﬂﬁl VT RS R R R
o Tk IFHE T Iﬁ[ FHEIP A H-EaEDb 5107 192.168.1.100 %[ 150
E'U IP #4100 2] 150 FLFFEI - I ™ 14 | LT s
FVARPSSERI O T ﬁzﬁLﬁ LAY IP B g [ IP A Jﬁ;ﬁr‘f‘ﬁ’r@ R o
:j:wp*w“?ulp AL U FCR R R P IP RS UL
gz (7.6 IP RS AR VR FIF)
Dest. IP: 1&#@F%ﬁ@ﬁnp%%~mWf*—Pﬁﬁﬁam1rH’%
RS 00 IS T R (- e dalips 1 2R P R A (1T
15 = /}F’ﬁ[ﬁ[@iﬁ[EIP rjilPZ'IO 1.1 £ 2101111 « PP i H
EL[F%?Q‘:’— (EERIEYHIE B bR Hll HEETIE 2101111 F]
210.11.255.254 > E[[J%ﬁ - 210.11.x.x fiv Class C 5 *Fﬁ?&?ﬂﬂiﬁkﬂ
A PR F@%ﬁyuﬁiw%” I E v Ip
i d=> fliJi [P fi Jﬁ;ﬁr*’g“irg “ 0.0.0.0 -
Interface: E SR B R -l WAN i e

Enable: FW' IR

Add To List: J[HF*F FHHE IJ?&

Delete 5 AR R B g P

selected

item:

Moving Up | [/ & [ PG o A EA BR LA B s o=
& Down: “Jﬂiﬁxﬁt%‘?&]}l?d'#mﬂﬁ@ 0 BT S JEM*?%‘?% %

41 P S o

EE
A S E R AT P SR P AR PRI g
IR ST Y

Show Priority — {E-fi

K| - " Show Priority” #4* » ff“"fﬁ” J‘E“Jfﬁpfﬂﬁil S TR R
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Y7 BRI ALY [P BT RO - BRefresh” 1T ) £1FH R
P BT R O S <

Summary ® Priority O Interface
‘priority | Interface | serice | sowrcerr | Dest1tp  |Enable|Edit

Add or Remove Service Port %ﬁ;ﬁ?ﬁﬂ[‘%ﬁfﬁlﬁﬁﬁfﬁi%

T E‘:ﬁ?%EJ?%F‘UEJW;?&E*EJ’??Q?JGﬁ?‘f/]JHI [T B Service Management” §4£ » iy
FORIIRS R ISR Opr ) A

Service Mame All Traffic TCP&UDP/1~65535]
— DNS [UDP/53~53]
FTP [TCP/21~21]

HTTP [TCP/20~20]

Protocol HTTP Secondary [TCP/2080~8080]
HTTPS [TCP/443~443]

HTTPS Secondary [TCP/8443~8443]
TFTP [UDP/69~69]

Port Range IMAP [TCP/143~143]
| lto] | NNTP [TCP/19~119] N
POP2 [TCP/110~110]

SNMP [UDPHAG1~161]

SMTP [TCP/25~25]

TELNET [TCP/23~23]

TELNET Secondary [TCP/8023~8023] v

[

Service Name: I VARSI R IR BT

Protocol: T P P AR ?%‘Efi YRR R T Tﬁ?“ £ TCP &5
UDP -

Port range: Y SRR PR R A o

Add To List: WPPEIRIIRSSEI R T A1 - i %0 Frigr 100 7

Delete selected FJ'JB%FV?%}E%EWF'#J?%{EJW%EJ' i’[“J?‘,’ °

service:

Apply: %@L%‘%“Apply”i‘ (17 s W]} AP st
||y =Hee

Cancel: %@L%‘%“Cancer’ang%%m R et
PS8 Pl [ PR R PV i I
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Exit: BERH IF=rpepe g g

ff{l¥] Auto Load Balance Eﬁiﬁl @?%@ﬁﬂ__&ﬂ__ﬁﬂ__ﬂ}* :

PR R LT ) ) ROHSE (EOSE » RTR Lpor
1P ffl Elﬁfﬁ R ISR [”E]?ﬁrluﬂ ) Eyqfﬁ ERYE ARy IP 'ﬁﬁ"ftﬁfléﬁ‘j%ﬁ‘ﬁ*rﬁ*?ﬁﬂ Jhasg
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VIL I SR e
SEOH AT S S PR AR ISR P SR 1P i b

7.1 Port Management - A5 AR/

43 BV A BT — M (A (e
Ao (A I AL VLAN S SRR IS -

Port Management “FM Log
Port Setup

Port Status

Service Optimization

Port Setup

Please choose how many VAN ports you prefer to use : (Default: 2)

[JEnable Port 1 as Mirror Port

1 LAN O 10M * 100M Half * Full Enabled
2 LAN O 10M * 100M Half * Full Enabled
3 LAN O 10M * 100M Half * Full Enabled
4 WAN 1 O 10M © 100M Half = Full Enabled
5 WAN 2 O 10M © 100M Half = Full Enabled

Bggly ) ( Cemeel
Mirror Port : “Ji#“Enable Port 1 as Mirror Port”[i* |' g isfiffifi 27~ f[ﬁ'iﬁ"?%_’%%fﬁ

S5 R AR 9RO E Y HERUEISAER - [ B P AR AR
BEETE SRR A B LN T 1
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Disabled Port

IHE% R ‘“’\%’ﬁ AV LAN S 'E’?ﬁf‘ﬁ&i%ﬁﬁ[ Jﬁ; i AL S

PRl @J e &R SR S F@t diiiies
Priority ﬂﬂg@%& LIPS Y LAN SRR b ISR (R T@?* R
R A F%,“ L ﬁ F”ﬁf[ FI[4e (R @Fl [HSRF] ey pro R aupr%'“lffirﬂ'g
- g
?pi?d Sfatus ﬂ—lﬁt‘;%" e EaERL AR i ~EiiEs PiE e I SN F%
A g #% 10Mbps 1L 100Mbps i 5le « FIE L 1 (Y -
Duple:( Status \ [F=£7 J[:%}J—E F= Aﬁk"ﬁf}ﬁl F[ J{-ﬁ ‘T g '?yﬁ%«ﬁl} lE?%LAL E!ET‘E" far
TR | b IR T AL S T T (e SR P
Auto Neg. | eyt oo spims ol sgos A MR sk | R (LSS F R
F B [ fﬁ%ﬁpmmmwﬁwm%ﬁw
VLAN : I A E e TRk BT R 2 [E‘Eﬁﬁ%{ﬁiﬁ%%
JL1 ﬁﬁ& %IFT AR =" 2k S B ImAlIRY - (R )Ry
N I;I&E[Ié‘ ‘Tﬁ«tl ° 'Lf‘ [r[ I[E{ ]'ﬁ%[ F[ J’?}Fll(lj [r[ [[:_{ VLAN T[4
@ﬁﬁf},u DT Z AR ] B A T [l VLAN RS
P[5 ESPER L 5% BRI i o (R [ ERE - i LAN
{g H%tbpﬂﬁ— [l VLAN W SR e - s 2 2 3 il
gy e
VLAN All :

’éﬁﬁf} SRR ﬁF 0" % VALN I >

VLAN fﬁfatﬁﬂ Al } l””*lﬁ TRy - IPﬂEHj f'l

H£% VLAN Al » }{ﬁ’ IP"*[’L R * = VLAN Al p Hﬁj ) iﬁﬁiﬂ“ﬁp

ﬂ"'frE | Tl VLANE)‘F YRR P

= Pffl- W VLAN
e M it Wi sl

PR B

Rl A
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7.2 Port Status - 8 RLT R

Port Management “FM Log

Port Setup

Port 5tatus

ervice Optimization

Summary

10Base-T/ 100Base-TX

LAN

Down

Fort Enabled

Mormal

10 Mbps

Half

Enabled

WLANT
Statistics

166263
76987148

2826361

33720565828

0

Relinesl

Summary - )

A IS (10Base-T/ 100Base-TX) » il i PEF" ( Tk T ﬁ/?ﬁ@‘m
F&“\(”"U/Fﬁﬁf » SRR DINE

TR - B (- 48 -5

v

ﬁ%‘l@%m
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(10Mbps/100Mbps )» 4 €573 S5 515 (o 57 /2 57 ) » PR (ERfIL" CRIFpR/RaRf]) VLAN
(VLAN1~3/ VLAN All) -

Statistics — JiEl Elﬂpc:ﬁ%ﬁ

EJHE\;J:%ER HE B (REE T AR ISR G E BT FF S ISAIEGS Byte E‘ﬁ}ué’}ﬁ?ﬂ
R BRI -
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7.3 1P/ DHCP

P =Y 4% Class C (v DHCP il wgr%@i’??“ﬁ, it 1L T 5 ﬁﬁ‘,n F”“I*’TFY‘I
E'Eﬁg‘“ﬁ IP =i > COTES NT (A 88 1fS DHCP Ags) » kL £ PC 7 |3 Righset:
PP bk FJ RIS i o e el 2 BRI FIEACV IR P AR o ﬁ”& ffre

IP/DHCP Firewall Adwvant
DHCF Setup

DHCF Status

IPEMAC binding

IP Grouping

Enabled DHCP Server

DHCP Dynamic IP

Client Lease Time Minutes

Subnett Subnet2
Enabled Disabled
192.168.1.100 192.168.2.100
192.168.1.149 192.168.2.149

Pool Table Pool Table

Unified IP Management

DNS

p_Jo JP P |

o _Jio Jlo J |

WINS

=2
=1
=1
=
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Dynamic IP — B IP 4R35

Client lease I%t%ﬁ;ﬁ PC £5i IP B fror 5 ] EF%E” 1440 534 (1

=R T MR L -

;'%%E-%ﬁF'EFJ
Range Start (& T [zf*ﬁﬁéf.ﬁ;—"mjﬁ%g o
&1 1P -
Range End (&) [Mﬁ“‘é‘fﬁ%‘%ﬂq?t .

AP B

DNS (Domain Name Service) - affffal &7 st 355 Tl g o i

IR AT PC R IP (i DNS Sl i iy o i 2 K278 (R <E 0 M 9 DNS fl
BT PR 1P A ] PC B DHCP VI IP B9 - 0y~ HV IR
Ef1y DNS frilf Bir--

DNS (Required) 1 : i * DNS Ao 1P S -

DNS (Optional) 2 : | 1 DNS AQSfl s 1P -

WINS :

T Al At Windows B € PR (I a8 ST TR e PR AR S 1P Abi-e

WINS Server : | 111~ WINS Aftiiasi 1P St -

AT ERR =t 2 Apply” S 6 i | BrAaEip S A B2 g o
Apply : REER 2" Apply 1 s MY ATy fEebtne iy = i

%ﬂﬁﬁlﬁi‘z’%‘ﬁancel”ﬂﬂ Tﬂ TR AT g S ;F%cép | FL‘ %=

Cancel : , { XL LB s = =1 7 NS -
B B e IR e i H,ﬂ,,ﬁ g
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7.4 DHCP Status — DHCP ;*5&& -

FRFER TE DHOP ([ BASE )P LSS e e 1) QR R © St
flicf E’—f‘.?@}f:@é TR e
IF/DHCF Firewall Adwance System Tool Fo
DHCP Setup
DHCP 5tatus
IPEMAC binding
IP Grouping
Status
Subnet1 Subnet2
192.168.1.1 192.168.21
0 0
0 0
50 50
50 50
Client Table

Rieliesl
DHCP Server : [ ) DHCP {5 IP i

' il 8 < A L HPEE 1P fOgh! -
Dynamic IP Used : | | 11 DHCP [ = REambepifes 1P i

il RS J9b P AYEFE] o
Static IP Used : [ 1| DHCP filfly 8 =13 st il 1P gt
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[ Vi) DHCP [flffy s i I [ i L 1P Gl -

DHCP Available :

Total : F 1) DHCP [y S e LB 1P A -
Host Name : EI = PR R £

IP Address : U RV 1P

MAC Address : E'] 'J' [T MAC B g e -

Client Lease

Time :

DHCP [ {13 1P Bsbi-fr 2 ]

Delete :

P PS4 5 1P Aiel 5% o
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7.5 IP & MAC Binding - IP % MAC Fii58t

'“[ﬁ»g‘rx argy F%i{—jj = BRI AR Y IP & MAC AR FEH I E T F"ﬂj JD%
e (P RO AR O RLE F Ul 1P By L
IP/DHCFP Firewall Adwance System Too
DHCP Setup

DHCP Status

IPEMALC binding

IP Grouping

IP&MAC binding

Show new IP user

staticlp: 0 |0 |0 |0 |
macaddress: | || |-[ |- |- |-[ |

Enabled : [

Add to list

[ Block MAC address on the list with wrong IP address
[IBlock MAC address not on the list

gy | Cemesl
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3 P P A g R
(1) Block MAC address not on the list — 5’;%”55; {5 H MAC b -

eliE %'F'F”M%IJF’\'? FEYAELRY MAC & 1 i1 HE] DHCP 53l IP b i F
A T IR PRI VP e Fillﬁm PR J:tI]‘E;[}LH?a;,F: IP & 54§ 0.0.0.0
N RESAREAY, "’“ﬁﬁ'j i BPEY[IFp1pY MAC r‘f‘-[l’!f_a_jgl jl_‘j/ AN E- TR U qgﬁl Fl ]
B,

IP&MAC binding

statictP: 0 |0 |0 |]o |
macaddress: | |-[ |- |-[ |-[ |- ]
Enabled : [
Dalstz palzciad item

[ Block MAC address on the list with wrong IP address
Block MAC address not on the list

ol Gemeel
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(2) IP & MAC Binding - IP % MAC $#35Hgi

IP&MAC binding

staticlp: 0 |0 |]p [0 |
macadaress: | |-[ |-[ |-[ ]-[ ][ ]
Enabled : [
Dalste zelected lem

. Block MAC address on the list with wrong IP address

[¥] Block MAC address not an the list

oy Cemneel

A E T S

1. F LRI MAC #4171 L DHCP 21 IP iy 1

- ERUF LAV [ 1P T AR 0.0.0.0 0 T
S

2 F U BRI AR 5T PRI 1P DR S

FIfelf 73 ity 'E*F[FL,?FQ’,FUIP A SRR

(fil A3 AN o PC Wi R R IR ” il M

Static IP :

P -
. EE?J" folR Fulfl ey PC “uiiﬁ'tﬁﬂﬁﬁ' MAC &+
MAC Address : i i)
Name : fig SRR Ry RS G R FIJﬁfa?J‘* 12
7 > g gpgr; o
EXFEIl ‘—vrr%{(,
Enabled : i I i
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Rl T ENT

Add to list : i

Delete selected PR3 e LS UL o

item :

Add : HIA e BRI > F 0 # b EREEE R

BRI -

Block MAC address on the list with wrong IP address : =& i7" 2/ » [ IRl User 1
= RIS 1P B9 P RLIA T L 1P o -

Show New IP user -5 tEF it EE#F07 py IP 2 MAC -

“ﬁ; SPUS RIETPURLEL @'Jﬁ[ﬁg‘.ﬂg jeke — E‘IEEIJJ 'F“' ;’,Fu MAC rﬂj_'—.ajfﬁw 7
o [N ﬁil?ﬁ RS MBS B MAC rﬂj_l—“hi:g“fiﬂuig\ﬁw' A
Q‘lu f“iTﬁ‘ BRI 2 &“'"i‘.ﬁ“#'f B FAES MAC T SRl F“%Tf‘lé?@ﬁ
%EI*JI"EEJHFI‘ * pIyt L@&ﬁ‘f“%*ﬁ PRSPV MAC 5&&}“%#‘ E'Iﬁkﬂ
HETEA ST ﬂf@f#ﬁ%ﬁ% IP 5 -

,-C‘ IP & MAC binding List - Windows Intermet Explorer

£] damndnz.org
IP & MAC binding List
_ tPAddress | = mACAddress | = Mame | Enable
192.168.1.101 00:24:8cbaba8c [ ] n
192.168.1.100 00:1d:60:79:50:14 [ ] O
Name ° PR A= s R O SRR e 12 i
Enabled : |~ S el #Efup I -
Apply : SR R g | AR EE] 1P & MAC L[

Seloct All : | ZET P IOE BRRE

=
Refresh : R

Close : R
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VIIl. QoS (Quality of Service) - iﬁfjmﬁﬁ:

i E"I*E*%‘ QoS %% Quality of Service EF » Fl g D lt@{urﬂj SRS 1P RS
SRR ﬂﬂ]ﬁlﬁﬁ I R YIRS FHQ:E/IF[ H,T‘F“E[jﬁ,l @ R BRAOR ] A’:;Frﬁ[i ~J,
PR S “J’fg{ugﬁ« [a‘ll_%jjj jFﬁm w@ X Fﬁﬁgﬁjf% FﬁPD' i Exnl ﬁ’?ﬁj\ , ?Jffl
765 [IRTERE B Tl RS O R 5t l—:d}EFﬁjm j/F S 5Y IR B A E R ] -

OoS IP/DHCP Firewall Advance System To

Bandwidth Management

Session Control
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8.1 Bandwidth Management — $Ig{37E!

8.1.1 The Maximum Bandwidth provided by ISP - ISP %{ﬁﬁ*ﬁ?ﬁ“

The Maximum Bandwidth provided by ISP

wan
wan

WAN [OIeefel glisf IS0l I Prpaie s e ™ S QoS Ot flfy
TR TSR FTTMAC e B0 T 1P WIS CIRESED) o 1) R P o - I
B | AT R WANT 32 WAN2 BRI TR RS« 0
T RS 512KbivSec » HIHITE ARG WANT+WAN2=1024Kbit/Sec » 1
FIE S0 [ IP G PURAEES - F BB D AR E R H e
1024Kbit/50=20Kbit » 35HLE * [i' 1| G [ Ak 1 4E - 20kbit/Sec » ™ HfIFH T

=,
T

eyl

S BUOGPTIET A RL Kbt % e [ BRI /gl {10 5 KB - g (BT
IR 20 1KB=8kbit -

8.1.2 QoS

QoS [l EFRPELZ - DIERIF LS~ ERREHERIGHPCRE) - bl (Wb R R
il > & S BRI NIRRT TP A R e

Rate Control - SFPHL I (IPCFE) - (0™ B EE
AR FYFT ST OS] B -l 1P g (NG 1P O™ L RS A7

e ST SR, O < P A TR » 2 P W
9T -
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Quality of Service

Interface : [ wan1 [Jwan2 [ usB

Service : | All Traffic TCP&UDP/1~65535] v |
pacdess @ 0 1.0 ][0 o Juwfp ]
Direction : |Upstream v|

Min.Rate: | |Kbivsec  MaxRate: | Khitsec

() Share total bandwidth with all IP addresses.
® Assign bandwidth for each IP address.

Enabled : [

[ore e oo oown

Bandwidth sharing :

Interface 5% % QoS %{E'ﬂﬁrﬂ EPBi5E WAN i > Eﬂ’%ﬁﬁ‘}%ﬁﬂ S0 o
PR
Servi<.:e Port %?T%JIF“I QoS rﬁ;[%i HﬂﬁEEﬁiﬁ‘Ht R F | ERLE ISR 1P
) e N yeE RO Af;{i [ILE 424475 AITCP&UDP)1~65535 -
r_ PRI SHEEY FTP by ™ 85 2 RT3 1 L) - R4 FTP
Port21~21 B AR ﬂ%v;l%’;“%
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IP Address ISR (RO I P 1 PR (P - P R
JEIF=IP 3 > 01 192.168.1.100 £ 100 » [IiF4f! f[likRL & 5
192.168.1.100 1= IP 3% il » & pRLfel[EGfl- A2 1P it > i g
192.168.1.100 %[ 150 - ;B[RS 192.168.1.100 2]
150 [T o F RLIFATPUISIRLEA ST | * aatRLep o B T
Aot User I 1P pOfif £737 0 “iikhL 192.168.1.0 %]
0 > gtk FE | IP -0 FHIIIE] « 191 1P QoS kL I
Z[ Class C fiugmfE

'ED:(ZC“O" Upstream (@ : 557" i} 1P 1 - i

P Downstream ™ &5 - {55 [afff 1P iy ™ AR

%@fﬁ Ty - [E(Serverin LAN » i) = f‘"“‘ %1%”5#% f* Server
K AP ERT » RISSE R IIHEFHIE Server fUsTiE
fil «

AR AN T E(Server in LAN » ML) ¢ [5F #'%“ﬁ*ﬁ'} Fris

A Eljl#““ﬁﬁﬂﬁkﬂ /ﬁﬁffﬁﬁ an 2 I'_E'°l aﬂﬁﬂuﬁ“smﬁru Bl
JpapEt s % ?ﬂ-‘ HEIS T - ¥ /ﬁ'ﬁ[ﬁﬁﬂlﬁﬂ%@aﬁﬁlp ot
RIFLREE > fr R lﬁ%’“ﬂlﬁ%%h@ 1’7 R Sﬁglﬁl“ H
373

':irt"s_‘mx' PAFPC + RIS R R T R T

(KabietI‘Sec) *ﬁ*ﬁr%’ﬁ PR PO R LR T
S

AR R | SFE OB AL Kbit S T

Imﬁﬁﬁ H16h £ KB > [y {a B JPLEW:“ £7%, 1KB=8Kkbit -
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Bandwidth Eﬁ‘E |Pml ﬁh‘ﬁﬁﬂ%{,_z.
sharing

i [Pt
ﬁ]?ﬁ?ﬁﬁ‘ Tﬂﬁiﬂ‘ﬁiﬁh ﬂ_F:EILL AR o

&FF“L:J~ IP VB iﬁf*

ﬁjthEI”%JL EIUJF[F (1P [—Hli—)?ﬂ oy

ORfE EVFRR  FRE
N G H?Fiﬂlf’?[FH' OB IERLE L -

ISP « 1A A 1P RIS LR R i

FRREISPIIIR © 535 5 [{ IP i BRI
(Mini £[ Max.Rtae)#i ! - [y iﬁ%brﬁ 'F“'qu“‘ (IP b 4t F—)

e E L RO E'T”ﬂ SE E“’féaﬁ'[ R | Fu[ﬁﬂ;d T
ﬂéyum;c“j 15 ’élﬂﬁﬁ“ ER AP T iirﬁ' (™ At o
BEiks IEJ“ | FTP flitd ™ Eﬂf [ifi?’@ FTPT ﬁl’ﬁ“h‘ﬂ*ﬁﬂﬁ}

J\Fl J;I—FIE[L

~ iR FTP i

Enable ‘??Eljfﬂtp HIE

Add to list LTINS RS 2

Move up & F7> QOS -5 [ ek = 1o A A A g ke o ™ B i F
Move down | i » <) RLEY R i p I (T o 1 i1 i
5 [ R iﬁ'jﬁfj‘ﬁﬁﬁlBﬂﬁjﬂ%F[ﬁ'fjﬁﬁﬁﬁtﬁ*%%ﬁT L
BT > e-mule %> M A 1P SRR = FF2

[‘l:tJ FIjJ*/\FP_:gJI_ET = P{][ﬁ: % HIJ‘:I/ K E

Delete P A I R R T

selected items

Show Table NE RN —EJ&;‘FTE[T?FE,I I R E| &#ﬁ& FEEE{ fit
s (Lo ) -

Apply RE P S R S 1 7 M T R SR 2

Cancel g’!ggglpﬁ%f—j T [[ /ﬁ[sevjwf%gagwpu “WI%JL”FL S

Show Table : [Tina1]

g’;[ E},&J‘ K ﬁfj F[LJ“ShOW Table Hé\l‘ IfA Llll—;” J_K IE[ jg,;‘[’_‘rlﬁj ’{'I rL‘ x } J“RU'Q”_{» B
i f [ e
N DIF%JLE VT L Interface” g4 L[]%JLE thJE[IJ Sl Refreshfi'I'| g )

i > i Closei i gl S i - 11 i R Edit e .
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Summary & Rule O Interface

[A]_TJESE;;;E,] 13‘3123%1%6’ Upstream 2 1024 Al Enabled | WAN{ | Edit
WCPFJ,ENM 1?5??55%: Downstream | 2 512 Al Enabled | WAN{ | Edit

Exception IP Address — {9} IP i

Exception IP address

Interface : [ ]wan+ [Jwanz []use

Source IP v| | || || || |tn 1 Group :

Direction : (%) Do not contral upstream bandwidth

{2 Do not control downstream bandwidth

) Do not control bi-direction bandwidth

Enabled : []
Daletz zalzcizd itzm
Interface : SRR G T I

Source IP : TR 1P 4 AR R DRI P R

Direction D L8 PR 9 AL D v
Enabled : i%?%*éﬁi%fﬁ%iwﬁ S

Add to list : |1 I e
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Delete seleted

Sl P

item :
Apply : e 72 Ay I 5 A ARy (e 2
Cancel : RERI=F 22 "Cancel” E'Hfﬁ/ﬁﬁéﬁw F’?@Fﬂjﬁil ﬁ%ﬁ J'F'*

B Wi e i S
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8.2 Session control — JEEITHE

L L e R e N
HIP IR0 P2P AT BT ~ 28 - emule 3 "F‘flﬁ I e i U
F”F“@E‘ PFIIAEIFU#:KIEJ@W I EJ;?scgfgLﬁfu P2P IR Frfj & 2 frosliastle > AR [T
il E'Jﬁ%ii_?lk REEISE

PISH 8 eI AT BBty 28 RSSO LRSS
B o

jﬁ

Session Control and Scheduling :

Session Control

(® Disabled
() Single IP cannot exceed 200 |Session

) Single IP cannot exceed TCP (100 | UDP|100 | Session

) When single IP exceed 200 | Session ) block this IP's new sessions for |5 minutes

) block this IP's all sessions for |5 minutes
Disabled : TR l*ﬁ?ﬁ@ﬁ*#ﬁﬁf‘“ o
Single IP cannot | 5] tZ(Hﬁ“UJ— | AR R A i T S ,E-
exceed __ H TR ﬁﬁ@!\t Uéﬁuﬂ IR ot PR
session : BN e e T b= Ju i ﬁJiID’E HICIfR ] BT @Y P2P
B B P | S ﬁ@r&@%ﬂ@ o T BT I P
BS99 Eﬂﬁf W] BEZER [EB“ Hifi BT 7 P2P i gygﬂ«igifj
Session Tﬁ‘&j
A
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When single IP
exceed
i
IPSession §¢Z]|
B HESGTR

@' block thiz IP to add new session for |~ Minutes

4[ '[F F:[IEIFI FIJ&"{@(“ULL F”%jﬁ;ﬁjlﬂj
ST PP 3 T 5
“E: %wﬁ&. w [ A

T

ke

it

i

(@) ] _mn—
W‘I

—

RO

o

= i
&

Fi

_‘Tm{ L_,J

'O' block thiz IP's all connection for |3 Minutez

ST F{[FI IE [ﬁljéﬁﬁﬂlﬁ' P e be 6N J%\—E‘ﬁ?ﬁ% =
FIT T (B pme ﬁwﬁfﬂﬂim%ﬁﬁ S ”g ST T
«}ij o fiPsssy F“_Fj[ﬁ) ) L U%Lﬁf E‘l&f]’ o F |t
Pz o

(st \—

Apply :

E#ﬁ&lﬁipé—’“Apply”tlﬂf 7l e ] Y ARRE Y clsr?;“{[ J'Fk
B e

Cancel :

,ﬁi‘z%:’“Cancel’“'Hrg/g]ﬁéﬁﬁf BB cl;l%JL[ JFL
gr, [P a4 FIJEAFEFHITTHP@[‘p [/H.ﬁﬁ AR
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Exempted Service Port or IP Address -7 £'BfifﬁUElejF’,§';§‘ﬁ9 IP fb i

Exempted Service Port or IP Address

Sevice: | All Traffic [TCP&UDP/1~55538] v|
Source? v|- | [ .| |0 Jwlp |
Enabled : []

Maximurm connections limit : @ Unlimited

O Notexceed[?10 |

Delzte z2izcted itm
Aply ) (. Cemeel
Service Port e o N o e i
Source IP ﬁﬁ? T vﬂiﬂﬂi IP ﬂfﬁ?{gﬂ A HEE T O 1P R
Enabled FW' IR
Add to list }Hifﬂ[[ﬂ VATl
Delete seleted RN R PP oA
item
Apply %@L%'%“Apply”flﬂf T i Y AR S E'V?JLHFL
By o
Cancel E#ﬁ&lﬁ%h ‘Cancel’ El“’ﬁ'{ﬁﬁé}ﬁj—j’ EFABEIY % EI;F%JLH
”’Fk‘xgl\f’ It RS FIEAFEFHIﬂIﬂ.F[}j[[I:‘J/FIJ—]/r‘fA J
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8.3 Smart QoS - E*JFZ{E‘FEHZ QoS

?ﬁﬁffﬁﬁél?ﬁ I'EJT' SRR Smart QoS T EI‘*J’EP#‘”I#—H [ ik
'3 QoS H=E! i (A v gu*‘ﬁgj (o

Each IP's upstream bandwidth threshold: 500 | Kbitisec
Each IP's downstream bandwidth threshold : Kbit'sec

Each IP's Maximum bandwidth :

Upstream (WAN1:200 | Kbivsec WAN2:200  |Kbitsec)
(sB: 200 |Kpitsec)
Downstream (WAN1:[400  |Kbivsec WAN2:400  |Kbitsec)

(sB: 400 |Kpitsec)

] Penalty mechanism

Show Penalty IP

Enabled QoS >J3% Enabled QoS -

AP Y QoS

When the usage of any WAN’s fé LT SR E R AR % }H

bandwidth is over than___%, TP RFTEIEE QoS o L TR B - A

Enable Smart QoS 5’@%}@_ 60% -

RO SR 2] % - TR

FQ:\:FT,L_—{J QoS

Each IP’s upstream bandwidth F{ AL SR8 %iﬁ JTJSFEI}JF EXia —rw"i

threshold (for all WAN) Fl *Jﬁ%ﬁ‘ﬁ PC IP 5] Hﬁﬂ R o E

BRI B G %{EUIE ﬁj?ﬁ | %@ 7 1P J—
[E“{ﬁ,—& FL:r]E[[H ELL °
[ Smart QoS & AT & I » [i'f F’jiﬁ
WIS RS ) BT 4\3:1;;[? s
L R R M
[E"l EI'—];[ jIE[[ Flﬁkrju o
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Each IP’s downstream bandwidth
threshold (for all WAN)

IR B

A 16 G AT ) L
I - PC 1P o Hﬂ“ﬂ A *‘FIE[“’ ¥
i %JLFIJ]EI }{1 8- & %ﬁ@ TrAget
E&ﬁ{ FLjIEUH EILL

7 Smart QoS 3£ ﬁﬂfgl%ﬁjﬁﬂj p ﬁjﬁ
YRR T Ak AT @;%j 4\3=§,IFI i
G GG RS- s l%ﬁn T iﬁ@“*
AVHTPIERS ™ LPYE -

If any IP’s bandwidth is over
maximum threshold, its
maximum bandwidth will remain
“’glf,’['{~ IP fﬁlE'J%;ﬁ}J— P l—@”‘/
1%‘?%?&“&?, LF“IPEI[JTEIF' (3 [Jaf",
r

T e A i
B SRR ) S R R
R h IH“F%F :rlg[[ H F[ JﬂfELLfQ_
%)

I
'—AFIJ%‘

Enabled Penalty Mechanism

e

&’![‘E >J#“Enabled Penalty Mechanism”x; >

%[ FIKHA— _"‘{% [ FF F[f Sﬁvrﬁm:_ vfﬁ‘”
K FVFﬁIH%EH[FU EEETN B R ﬁ #}H%m
= ;\{%‘r

Show Penalty IP
B BRI

gﬁl_m J ;iﬁﬁulﬁh:j’_"ﬁfjfﬁﬂ}{ﬁﬁ@:l 5’;‘&5‘[“[
1P w&mﬁuﬂn o |
=1

Scheduling ByE V" Always” F%EJ[H%%E}M@L{‘? o
g2i=3d EIVFrom...” » [ FIGRORGSEE ™ o ] s
i [IIEEE - = YH T 8:00am to 6:00pm-
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IX. Firewall - B‘B'F}'ﬁ
R R RO 1 A VLR (R 2 1 -

9.1 General Policy — L% B

G PRI ERe ARG BT AR R RR L o R
I@iﬁj% f;ﬁ Eialia j“’f%%ifj ME IR o

General Policy

® Enabled O Disabled
® Enabled O Disabled

@ Enabled O Disabled( Advance |

®Enabled O Disabled
@Enabled () Disabled Por{8330 |
(O Enabled  (® Disabled
(® Enabled O Disabled

Router sends ARP imes per-second.

ARl Gemeel

Firewall : LR B RACING F5- 1= - PR -

SPI (Stateful Packet NEaRtie ‘*JIEHJEUTE%W( CRNIE b%l F&'ﬂl":riwfﬁ“‘%* ' [ELRL
Inspection) : P 1R S (Al RS AR - R TN PR T
SPUEFSEART. | = o [N - JoF S Ak I o i a8 B R o e e

<;’\

JF=
JF=

4

i i T

DoS (Denial of zlﬁ\%DoS S JII SYN Flooding> Smurf- LAND- Ping
Service) of Death » IP Spoofing =~ EJ]%?S‘E*J

[+ DoS 58k

Block WAN request | 7 L& # *JEJI:I:F > g El[%gﬁgg ISt o ICMP%T}F'EE
T&"@%ﬁ*ﬁ%’r”ﬁ IS e Rl > B RLIECES A ping Iﬁ[ HEHS Y WAN
AL ping 1S SIS -

Remote ,rjﬁ«ii oo I F&lﬂxf_}w I PUIEE e E‘i‘.ﬁ'l%'éﬁfil%
Management Gl ‘*‘ﬁ'?‘{ =B F'EJ’?SF’ 1“'3 f]ﬁjﬁ"ﬁf}F‘?%F SR R
iﬁ,@?@:ﬂ;ﬁ: i %ﬁ[ 51k IP i fHWAN IP) » T;JJD—H:E]%F l,'%a’;ﬁ@@’ﬁjﬂfﬁ*

( F[%}Jt'b ) FJE[E&) 0
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Multicast Pass

,Fﬁ;m ?%—E‘{J/?} H; L&%FE‘ s ]E[[ ’?’[ﬁ?_fjﬁ* P I zngl [‘f"" gqf
SHE

Through IP=RERT 80 7L Tﬁ?‘ ° UEI%’E F%Jﬁf

“u Multicast $f &/

FR

Prevent ARP Virus | ' EbF 17 il ARP SRR B h e Faﬁ”lﬁ SESL i
Attack ARP 2 BB % "F‘i%ﬁP“[%ﬁiﬁi ErRRTE | AR B
ARP TS B 39 RS 01 P A = i)l P

71



Dual-WAN Security Router

Advanced Setting
FEJFETFQ)}‘:E

Advance DoS Settings

WAN Threshold
Threshold counted by all packeis

Packets/Sec

Threshold counted by single IP packet
PacketsfSec

Block this IP when reach threshold

Mmules

Threshold counted by all packets

Packets/Sec

Threshold counted by single IP packet

Packets/Sec
Minutes

Block this IP when reach threshold
Threshold counted by all packets
mpacketsfSec

Threshold counted by single IP packet
F‘ackelslSec

Block this IP when reach threshold

Mmutes

S by JETE: ¢

TCP-SYN-Flood + UDP-Flood I'] ¥ ICMP Flood -
%iﬁwgm%i [mﬁrﬁlﬁff ,E.ﬂf’va& e R W

,E,” 4] ﬁifF[T’er,&EJF’?EJ FrederR] )
=1 5000pakets/Sec )
siff%@r f
E’W‘?H) i

IP _Fa\ﬁ (3 @iso JEh) o B R
LY T R S
R )

m@ﬁ%@ﬁ

e i CAI 71‘% [ ERVETE R ek )

= 50000pakets/Sec )
siff%@r f
TR FEE- [ﬁﬁ*l}ﬂ( EIE
P J—n\ﬁ( Fj%i1 JTEf ) >
oA

F I’I ['\ t :T
g*ﬂfﬁ%ﬁ

ﬁw%ﬁﬁ

:%ﬁfmﬁnu%“

R S R I > S

EEHER P “jﬂx]ﬁf’??iﬁ*‘\@pu
Frev i 71‘?‘%%?— — {f 1P b S BRI &y
- [ﬁﬁ*l}ﬂ( FII%WOOpakets/Sec) ﬁﬁg{f”y. =

j 1}“5'

ks
bﬁ”%ﬁﬂff RIER VE&EHE }'”5‘1?
NGNS KR S N Tﬁs@wF&J sty ] &Y
& P F I TS lj“va& [ ti;z Hie)

Frev i ﬁﬁiﬂ— — {f IP b ﬁk“sra&p Jﬁ )
00O0pakets/Sec ) » fik¢y [~ £ 1F
1HE S ﬁj]” %g’g » R lan}%
o & p
SEEA A B E
o A | W A

LAN Threshold
Threshold counted by all packets

PacketsiSec

Single Destination IP Threshold

5000 | PacketsiSec
Single Source IP Threshold Packets/Sec

DMmutes

Block this IP when reach threshold
Threshold counted by all packets

PacketsiSec

Single Destination IP Threshold

PacketsiSec
Single Source IP Threshold  |5000 | Packets/Sac
DMinutes

Block this IP when reach threshold
Threshold counted by all packets

PacketsiSec

Single Destination IP Threshold

FacketsJSec
Single Source IP Threshold Packets/Sec

Block this IP when reach threshold DMinutes

bk b b Juom
omiomiomioe

F E BB Jn om
]

L]
)
L]
P ]
L]
P ]
|

FEEE e e

E {9000
; e e

F" BEE- el (G

F} il
) %L 'l

—v ,bl'

FI JLI_I o

- [[“ﬁ““lﬂ( H
ujﬂxﬁ}rﬁ%‘{ﬁ—‘\lﬂﬁj

I Pﬁ@ Igﬁﬁéﬁ'" ﬂ S|
¢ F #%ﬂ@@
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Exception Source
IP

19t 435 1P

L R P PR 1 ST

Exception Dest. IP
It EIpv IP

T OB 1P SHES ORI -

Show Blocked IP

Summary

R B SpY 1P | rPAddress | Time(sed
517 b DOS [ FPfE I AEfY IP b 11 P b1
B % DI TR 4 -

Apply : HHER 4 £ Apply ™| 1 i M| T TSR L R

Cancel :

Eﬁg&ﬁ%?— ‘Cancel” EIH 1T PR Y B S EI;%JL[ FL;«
'_‘Lﬁéll':u EIA FE—L ['—a[—} *JI’IZ- I/Frj‘j/ﬁ
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9.2 Access Rule — ?BFFJ*EJ E![JI%ET

2 B R BT AR ORREE S VIR S R R R D IR
e w@%$wlﬁ PRI S TV ﬁwﬁwﬁ[W%TWW'
|¢f$44#a”ﬂvﬂﬂ[ R IS [RL P [FTE I AERLRL G HOEI - okl
LTI 1P b g gi%,r.ﬂp gt 1P I s OTNES TR ( Wh FRs ) M i“‘é”f‘%‘ﬁ“
RN

(Rt i T R e ﬂ%ﬁiﬂjﬁ%ﬁ@ﬂ BRI TV o
J*ﬁ%ﬁ“wﬁwﬁ%@W%wlmw‘ﬁf

o TR AR V)

*f-LA N 5] WAN e TR I RRE-All traffic from the LAN to the WAN is allowed
*IE-WA ff.}f[J LAN ’F”E VETE | FF ] T spgag-Al traffic from the WAN to the LAN is denied
“IE-LA flﬁ}fﬂ DMZ ,rjﬁ VAR 8T T 3RS 3E-A traffic from the LAN to the DMZ is denied
*1$-DMZ ’F‘.JTU LAN ’F”F[ VATE B YT ) 5pgaE-Al traffic from the DMZ to the LAN is denied
*f&WAN flﬁ}fﬂ DMZ : rJﬁJ’:’[’?E R ﬂ;H-AII traffic from the WAN to the DMZ is denied
*K;DMZ FaZ WAN » r,ﬁufﬁéjﬁépj\ ' I gis-All traffic from the DMZ to the WAN is denied

PR e VAR 2 BT NPT VIR IR (ERLT T pupra ety
[®

FLARIT 0 P A R
*HTTP F‘UE@;’%@—LAN fﬁ};”%ﬁl[g E[%ﬂ;r ’JSFF[J (t:, ] w E[Iéﬂ [EIFI
* DHCP gu%w e LAN ’Ff'* AdlES gl% £ R FS‘HJ (B TR N F T BV 1P Sk 4= )

;jj

* DNS [T LAN 2]l RSTIRsu i (45 it DNS g5 ™ )

" Ping P e LAN Sl p sty b LB (RD SEUERHIReea s )
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Access Rule

JumptoPage entries per page
Allow All Traffic [1] LAM Any Any Always
Deny All Traffic [1] LSB Any Any Always
Deny All Traffic [1] WANT Any Any Always
Deny All Traffic [1] WANZ Any Any Always

Add New Rule Restore Default Rules

B’QU?EF%%JE“"J% ) g,;—é »Ig;[ﬁgﬁ;;trytfjgljﬂﬁ“@% JE"[Pﬂt;JEI” U%‘H' , E:FJ ‘JEIE IS@;&HE{J
l'il’i%ﬁi@)?* B~ [l e VA E'J%ﬁiﬂl SR r‘i fic = ] E'JFE R RL A R« [
Hgr > Bl ] R LR lilé‘\frﬂVﬁEE'lJEJ%ﬂ%J BillF1= FIEP%U?LH’ I J3EER (2R ﬁi*fl}dﬂf
FIJ“ﬂJF —L};isr

Edit fir R A e VIR R

s

Delete i T IIEAEE  VHIR

S PR e

Add New Rule PETRTHNAE T JVHIIIR [ T JPeer— TR ZV A
SR EHIAR R

Restore to Default PR R R RIS VAR R IR O T
Rule tfj E'I ‘JFL,

PR VR
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Service

9.2.1 Add New Access Rule - ST IR R

| Al Traffic [TCP&UDP/~65535] v|
LAN  w

Scheduling
appiythisrule | Aways ~| | [ [ Jw | [ | 24Hour Format)
Everyday 3un Mon Tue Wed Thu Fri Sat
Besk ) ( Agply ) ( Gensal
Action Allow : 'fa;;“fﬁﬁﬂ—“*g‘fﬁjm I PO R ©
i Deny : @ [ I=Fli< 1 = BRI b ppi -
Service gt i =08 BT P R SO 2o B ES  Ze FRRVAR IR ﬁﬁ%’%@ji
TR 1 BEE
Service ¥ f;rsfﬁw?ﬁfu’mﬁa“ffﬁ T R TTF"?U%HF
Management ﬁf‘ ] %@#Fﬁj Uﬁﬁ/?%ffﬁf’?’f@ﬁ&HJ[‘é 1;9%@— IWW
TRFFERET T o g A e T £ bﬂg*ﬁ%ig‘ i
‘Add o list" s AN FrT— el ﬁ‘Uﬁl%/ﬂ BEE
Log Create Log when matched: [#Sar=41f| E'Jé@i f Al TH A
FIFE E‘:‘SHIF*:'%k

No Log: [MEIF4IJ|E %+ puAtIREE: [T T ¢ | IG5 1R -

Source Interface

S (SR %‘-rgufjwpﬁéu P10 u{'qr 7LAN >

FR R WANT - WAN2 ELELES ffPfv) » il i 0 g B
Source IP e VREF e pY 1P EEE (U] IF > 1RSSR - i'_
3 IP 3 gﬁfﬁgl}iﬁ's@l [+ L P oA GRS IP 11P
Dest. IP EEE H’fﬂﬁ i IP TR (YL (e > HORIES HAufR) - F L

FIAY IP -

FEWEHQ_%?@'HEH T BT R BT IP -
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Scheduling ST IR A5 B AP L F’%:EIE Jﬁmﬁjﬁ P AT e IR
FEITTIRE R S b g 00 tF i T 17200 *a:ﬁq
Y 24 ] [ HIEG D @

Apply this rule HE“Always”#. . ?ﬂ 24 J‘Eﬂjfﬂﬁu = P#Jp”(f:g%) F«);LF,J )5
TR = Fv # @%‘;‘Eﬂqﬂé&*&ﬂlﬁom oy b%@ijaﬁfg' BT -

to... o PPN R - 5 24 LR 90
08 : 00 %[ 18 : 00(51 Fsaﬁnj 6 1) -
Day Control A Bveryday hLA 5 - SRR AT AT TR T
R I g
Apply : IR AR EE -
Cancel : Eﬂﬁal#}%h ‘Apply’ [HF 1l WJ?F%E‘P*JF'JI*E'V?{[ | f“ £
B e

E#E&IFL#%!%— ‘Cancel”[| & /&= ]} @ ghpy < clir%i[ | FL =

—m

By [P s F'EAPEQW'*F‘*JFVHTfA J
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9.3 URL Filter - ! P/ % #ifi)

BV FLFI fijlh bR REARL PR rHJ » — i Block Forbidden Domains -
FrEET "“ﬁﬁz’fﬁ fiusii-> b1~ i Accept Allowed Domains - o F i fiIfiUaff - et
RS 7

(%) Block Forbidden Domains
{7 Accept Allowed Domains

[JForbidden Domains Enabled
[]Enable Website Blocking by Domain Keywords

Scheduling
-
Apply this rule| Aways (v | | [0 [-[o0 |40 [00 |-[00 | (24-Hour Format)
Everyday 3un KMon Tue Wed Thu Fri Sat
Ryagalky Gemeel

Block Forbidden Domain {1} ”’ﬂﬁfﬁjﬁﬁlﬁiﬁﬂ—

=i "3?#{—]7‘1; u,;[ﬁ{ll—i/[l www.sex.com &g * » J[Jf’ ﬁ\%}iﬁ[ﬁfﬂ[‘ o
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{(*) Block Forbidden Domains
() Accept Allowed Domains

Forbidden Domains Enabled

Forbidden Domains

Add |

|Exceptinn|F'address v|;|D o o o Jeo |

Group IP Grouping
Add to list

Dzlste 2elzctzd domain

Add : YR Bl T I OsigE > U www.playboy.com -

Add to list : AR Add to list” £ &= ﬁ’iiﬁﬁj“lﬂfj;}@iﬂ—o

TV IR ~ D % I Irogat > i Bt

Delete selected item: | _
elete selected item P -
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Website Blocking by Keywords ! %ﬁ%ﬂﬁfﬁjﬂ

Enable Website Blocking by Domain Keywords

Website Blocking by Domain Keywords

Add |
|Exceptinn IP address V|; o o o |0 o |
croup | RN

Add to list

Delztz sslzcizd keywords

Enabled : FI' [H=Fi ﬁlﬂ“f@ﬁvﬁ’ f’[ﬁjﬂﬂ 1F@‘JF|!"* HHE | 7 fsex” ET%J%
ol Eﬁ IS S PR e " sex AT RS -
Keywords (Only for FTJ%J

English keyword)

ARE VR (BI)

Add to List : Seraprpag H% AR THE [J%ﬂﬁ«
Delete selected item : EEME SR [‘JJ FL @45? S
Apply : &fﬂ&lﬁ%:‘%’“Apply E'HF AGiE TE?JJ‘PF ’?@E}JHJI E';“F%JL
[IH=R
Cancel : &lﬁE‘,&IF‘ﬁf}E“Cancel E'Hﬁ/ﬁf@f"ﬁ‘}’ FAGERN 3 “‘5‘?
EERE R A L A CE B R g
"Ej}f"r o
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Accept Allowed Domains -"ﬂ?"?jfﬁlﬁl@ﬁi)‘ﬁf}!?

= FIJEIF[Ji_%LFI e} ?Hﬂ u{fﬁ} T RIS ﬁpmjgp Fy 5 |
f= waf?ﬁfﬁﬁ [l l JE1 “ﬁJF b 8= 5

"y Block Forbidden Domains
& Accept Allowed Domains

[¥] Allowed Domains Enabled

Allowed Domains
AlowedDomains

Add - | |
| Dzkte
Enabled AT BT FEER b - PR ﬁpAﬁfJ
Add i F’Epﬁ E*fﬂjﬁ u7eFEE U www, playboy.com -
Add to list RETERR I PR Al e A -
Delete selected T RUH IR~ R 2 [ ylps e Foht T R
item e

Exception IP[Tina2] - ToREFIEY 1P

e IP %tﬁ‘)ﬂ IP #5 7 j’JEEEJ“'TU "Allowed Domains Enabled™fi g‘“ﬁfﬂ [N iﬁ@
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Exception

Exception Paddress v [0 |0 | [0 |0 [w [p ]

Exception IP address | fij * T %”’B}Lfﬁuglfj IP/IP &3 o
I 1P & HHEEE

Add to list RIERR S &2 AT DI 1P 5 1P 355 -
PR E R

Delete selected item | [i'/'} fji " FEEARE ~ lF5 % {1 I 1P g5 1P 55 S
PRTRREOT K | AR P -

Content Filter Scheduling -‘g‘ﬁ[[[“]?ﬁ'jéﬁﬂﬁéﬁﬂﬁ

AT AWYSTH T I 24 1R 2 o PRI
Fﬁ%ﬂuiiﬂﬁﬂjf 1B A PRI

i Il—/‘gﬂ—fﬂml‘ﬂg’!‘ LH
Pl gl TS vl -
Scheduling
1
Apply this rule| Aways v 00 |:[00 [ o [00 |:[00 | (24-Hour Format)
Everyday sun | Mon | Tue | | wed | | Thu | | Fri | | Sat
Always FA IR 24 T RRTET -
from...to... IR HIE LI %cht 24 - 1108 - 00 Z[ 18: 00
ﬁl g B T 6 ) -

=g |2 Everyday il 5 e R
ﬁ—LEJﬁFi&Q\ s FI I E[ -,_ J
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9.4 Internet Filter — ﬁqﬁ%ﬁ%ﬁ'ﬁﬁﬁ, rﬁ:

Restrict WEB Features — Bﬂﬁmﬁ‘;{l :‘pﬁ‘;

Restrict WEB Features

[lJava
[ cookies

[ ActiveX
[]Access to HTTP Proxy Servers

Don't block JavalActiveX/Cookies/Proxy to Trusted Domains

Restricted WEB Features

4 S

S HRIC B

Java, Cookies, Active X, and HTTP Proxy access.

Don’'t block
Javal/ActiveX/Cookies/Pro
xy to Trusted Domains

TR A EARE

_ljl:l 3

= [If,%ﬁfjirg& : [ilﬂﬂf;[ﬁirg&pllgu AL IR J"BE'?Ffi o

Apply : iﬂﬁ%?%’%%pply”ﬂﬂﬁ fid o ] ¥ FRABREIRV S SR
-
Cancel : it 22 Cancel | ¢ IR H TS S

?»Ififgl?“ s Ll—“’-“ﬁé I'lE,U\ ’;E[jj"“frg—L [‘E] S *jllll Iy F rJ‘j/ IFA }“'3‘ o

Don't block JavalActiveX/Cookies/Proxy to Trusted Domains

Add :

| Exception IP

V‘|: |D

-_J.o o oo |

Add to list

Dzlets zalzctizd tem
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Restrict Application - [SE’}F"FF\? TR

SHEFE R % - i PO RER R e ﬁ%élg'ﬁﬁu > BIOPANFR R IM ~ P2P b SR i po A
IS

Restrict Application

CImsn

(I PPSTREAM
(fele}
[ Exception B Humber ] LppTv
[Jyahoo Messager
Exception ip address
Exception ip address
(ecammone ) [ bl

Add to list

Dzlzte zelzcizd fem

AEE QQUERAD o [0 ST TSI R R TR QQ AR - IR R
™17 QQUEERE 2T RIS QQ SR LY (1
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New User Account: |

Q0 Number: |
[ sttt
[ o s e
[ oy ] corce Jout
User Name it QQ BRI
fu=]H e
Exempted QQ iy QQ BEE -
Number
519t QQ ¥EfE
Add to list SR ISR TR L
JJI:]-; ‘;%‘%k'

Delete selected
item

Rl

P 5 T P B
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Block File Type — = (] il L]

Block File Type

Clexe [ pat
[l fash Clpng
L gif O rar
[ipeg [ zip
Clmp3

Exception ip address

iR AR R ST b R 5T9E P -
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X. VPN (Virtual Private Network) - ) = I3

10.1. VPN

VPN Log
Summary

Cateway to Gateway

Client to Gateway

PPTF Setup

VPN Pass Through

Summary

_ 0 Tunnel(s) Used 20 Tunnel(s) Available

VPNTunnel(s)Status
0 Tunnel(s)Enabled 0 Tunnel(s) Defined
Jump to J' Page entries per page
AddTunnel(z)

10.1.1. EVRi[EE | Py VPN TR
"“VPN}{J‘F" H r },ﬂE:I ITIJ ﬁfﬁi VPN ﬂJP[F[JEI[Eﬁ}E{sz‘ o

Summary

_ i Tunnel(s) Used 20 Tunnel(s) Available
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Tunnel Status - VPN &3¢ F "F]r]}{%%ﬁ\
FI 5t 35"VPN Tunnel Status” VPN [i5E £ 'ﬁrjﬂk%@? fﬁ*ﬁ’%ﬁﬂ?ﬁ:
VPNTunnel(s)S5tatus

Jumnp to .l' Page entries per page

. waiting for 19216810 | 192.168.0.0 .

1 | edimaxpppoe | o onection |  DEOMDST | o5g 065 2550 | 265265 2550 | 202 10-46-178 Edit 1
__Tunnel(s) R 2 pIEhEg s Rl -
Enabled

IR
___Tunnel(s) Defined
_IFRREE
Previous Page/Next |[Zf']'J# ™ F- EIE“‘T —~ EG‘%,J‘#“UL THEE 9 VPN B
Page, Jumpto _ /__ (it @S T E RS - VR AR > R
Page, __ Entries |97 VPN BEEAE - vp(s 51020 » All)

Per Page

= FIh - R B
_I_B - SR

Tunnel No. [5 T VPN [ };%, ' VPN ﬁ; Eﬁ %1_ %{g
R %’ EFF
Status it i&ﬁ«’?‘ﬂi— (Connected )
TR R t7aiET - (Hostname Resolution Failed )
Ef#ﬁ% £/ (Resolving Hostname )
rﬁﬁaﬁ\- (Waiting for Connection ) = Y&H
TR FEE S E-Manual IPSec[S,éig s FIFARE @ %ET
== f’-Manual %{{ﬁ"‘*ﬁ? [;EUH, IF=Tfi= ‘*J%LWH;{J&F%&
Name FRaass VPN mlﬁf_}% EFE > P XXX Office » HFISTE RLE
I 7 W ORBEL 7 - RS

[ﬂ F)ul ?E‘[ﬁ)f![

t’ﬁL H‘ﬁ;ﬂ ad if_ llgj%ﬂ VPN @[;F E;[j , —‘ —
?@J%JE% ?’Fv[&‘ ﬂﬁuﬁﬁ'fﬂ I l#frﬁ‘y ; H—{g@'*f‘_
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Z':E‘_—j/ & ”*%JIE:-V [E ];”:[y:

Phase2 W18 7. 1% (DES/3DES)) | B (MD5/SHAT) | 1 i
Encrypt/Auth/Group Group (1/2/5)*%%; o

Local Group bR i%g&@,ruﬁu VPN S = E)fﬁf%@_ o

+ PipsE

Remote Group IF=EREE ’rf Y VPN sl = E*E;;F%@_ o

BAEESE

Remote Gateway LF”EZI%EEZF TR fﬁ VPN r%ﬁﬁji@?&kﬁ@ IP b gk ﬁ%bf% LB R
AR T VPN [ FYEOEE9t £ IP g RLilnd ¢ 5

Control 1 JH 7 “Connect’$ 13 B UIE - ]Eu%w:;ﬁl;{éj’ﬁ
e 2 RIS PR b P E#*Dlsconnect”ﬁhf[lngPNﬁ}%

Config I%{L_EIEIEIJF”Ed.t”I T {;quh o

PR T EH R 2 }{’j’ﬁ“ﬁ}% UI[‘B%?—LEJ FIE‘F'IHI SR

P fsasE i JI:%(L'—L = ufﬁ'#ﬁt‘j}i H%ﬁﬁa qgﬁlﬂ F”ﬁf[ ) FI’%EJ
PR £ R
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10.1.2. Add a New VPN Tunnel - &i/— £ VPN @‘E{

EES A I%E‘?L#jféﬁj ESiE Ag[%‘;g Gateway to Gateway i y T éE «ﬁ@ﬁ | Client to

Gateway -

VPN @glﬁ,}%t 2 1) VPN EGHES - o LRI Internet Ht b Fz{"[ﬁ*gg’m BT

- BRI Jﬁf' fﬁl%&?ﬂdlﬂl VPN [#i3gi 35 VPN g JF%"“J&;IWJ i fass VPN Ry

FVEI1E -

Gateway to Gateway — Fé?];‘fﬁ%jféﬂ{ﬂ VPN

H sl PR A IO R 9 15 VPN IELSE VPN RSO I

REMOTE:
VPN Device

LOCAL: Gateway to Gateway
VPN Device
Client to Gateway — * 'lf*l‘%'diiéﬁéﬂﬁ VPN

F‘ [EF FriFTAdd” F”}I /E{ﬁj’ PR 27 IR VPN I i LRI

CLIENT
{Mobile Users)
& — O
LOCAL: Client to Gateway
VPN Device
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10.1.2.1. Gateway to Gateway Setting - E‘ij;‘}_‘[ﬁ%ﬁﬁ]iﬁl%‘ih_’

|
WAN 1 |

’&IHI Jj‘ﬁlir%ﬂ—_%’ P IE[H ?ﬁﬂ:fl I 'iFTJF VPN ”§ NSt ﬁ‘f ~ % VPN I%?E .
Tunnel No. ;FL FER B VPN IPRZR - R R Tunnel BB

Tunnel Name I”‘ﬁﬁﬁ_zﬁf_}% £ > Y1 XXX Office » R IEE LLF |~ (W] ] FAvsSH
%tﬁ NI “‘}HJ Ml EPETIEES T [l - ' F’iifii%'

AL P R RLETH R R $ Y VPN JJ,EH )
E%Wﬂ %;wm;@ b RN £ e 1

Interface ST TP T L R VPN B AR

PR
Enabled 2J3 HE?Sm = FI }[ﬁj’ VPN [&%}EF R o IPEIE "E"UFI?F\@??E'J , AF[,[?Q%
FFIS,‘E’J FRG > T %im F;sm [&%‘E?

Local Group Setup - 45 |- TREE el

Local VPN Group Setting

| IP Only v
e

Subnet w

|192|_|158|_|1 ||n |

255 | |2s5 | |z55 | o |

IP=ZFIE TRo 2 PR3 [~ ynz';‘* |( Local Security Gateway Type ) FI== 1§ 5 Tm,r PRI jﬁﬁ’yﬁ
}%]( Remote Security Gateway Type)ﬁ[[ﬂ
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Local Security 1 BSIE Hyi%l?' E PR RN E DR ST

GatewayType P onIy

F PIRTEL )51 K E] EE] P

IP + Domain Name (FQDN) Authentication

IP + Domain Name(FQDN) F?i%‘

IP + E-mail Addr. (USER FQDN) Authentication

IP + E-mail (USER FQDN) = Fgﬁg

Dynamic IP + Domain Name (FQDN) Authentication
fifi IP + Domain Name(FQDN) I?:%

Dynamic IP + E-mail Addr. (USER FQDN)
Authentication.

FUfiE 1P + E-mail (USER FQDN)
(1) IP only
[EHR]IP

t'[ JLH_E_ |P Z';FH‘:'JF[ jﬁf > F,\I"EJB‘,[*\—EL—E R ﬂ_lﬁlp @EPFIJJ‘JTE}'
tﬂ/l%ﬁ ) ’]ji.r He 39S WAN IP h%{lp,}{%,ﬁﬁ[?ﬁ% + o
EI‘L‘-‘ IL‘T F;;[ |:[j1 |_‘%E' 71‘%"—L °

_' i
I

(2) IP + Domain Name(FQDN) Authentication

+ Domain Name(FQDN) = Hy

T EEE IPhFﬁi@‘a JEILJ:* %ﬁj‘“ (&R Jqﬁfﬁﬁa

IR 1P A R j‘,pigg'FuWAN IP fib 1 }{ﬁ’rlﬁgl‘ﬁtg i

FEFAEC] I_TP%: SRR

FQDN RLIF = 5 £ ) Ml E7afiond: 0 - 0 o i

Internet '—p ] g‘, pl JTU g1r vpn.server.com o [F=IP fi 4"
o SfgiaS 7 S JTERY VPN 2 R SRR AT )

IR -
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| IP + Domain Name(FQDN) Authentication |
o
| |

(3) IP + E-mail Addr. (USER FQDN) Authentication.

+ E-mail (USER FQDN) Fgli%

F B P S SRS PR
IP 0 B ﬁﬂ#ﬂrfﬁf [ VIR > AR AR
WAN IP 51 8 @ I FSFIE VR AT | (B R T
g

| IP + E-mail{User FQDMN} Authentication vl
il o
e |

(4) Dynamic IP + Domain Name(FQDN) Authentication

fiifiz IP + Domain Name(FQDN) r?:%

= RLE(H P EDTE 1P fwﬁ%%puﬁgﬁ ENTONEEEI R
¥ VPN FI, ,r.JFuVPN ¢_El$?“&5liﬁﬁ'ﬁt“ VPN IET_H»R
)+ AR AR O VPN B ¥ o
IR HEE VPN %ﬁ?‘ A EAEAT R o

_ | Dynamic IP + Domain Mame(FQDM) Authentication v|

(5) Dynamic IP + E-mail Addr. (USER FQDN)
thentication.

FIfEE IP + E-mail (USER FQDN) 2

FORLIED A EIFE P S R R T “%%'%ﬂ
HiEE VPN > IE:IF' :ttﬁT uﬁ?d IP b4 FJWE"LJFL 119 VPN [ A‘EF&I
PSR R (5 VPN A - B R BRI e e
VPN BEEGHASS ) [E5EIF-4 T 5 VPN » %ﬁ?“ - 20fF
F‘“ﬁﬂ (| E-Mail r+fF['i~frf<ﬁyﬁr+ ARE

_ | Dynamic IP + E-mail{User FQOMN) Authentication v|
| le| |
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Local Security Group "*‘ﬂl%ii %Eaiﬁﬁlﬁ 1% VPN IEH»F»JZL “JVKEF'J PR E RS T‘W\

Type F B ERE  GE [ﬁglxggr
P EREEE

* AEHE 1 IP address

P e VPN BRI | UE 0 IP A
ST 5

IP Address |w
|192 |_|158 ||1 |_|D |

Mt ﬁ l% Y FII IF=VPN gtz » 4% 192.168.1.0
FOEIP (SR -

2. Subnet
I ETER e 7= VPN Bpisfinsdis - 51— 777 PSRy £ 2
CRIRERT UL T

Subnet W
|1~32 |_|158 ||1 |_||:| |
|255 | |255 | |255 | ||:| |

I—IEI VR | {IF=VPN mlﬁ:ﬂf&m s PIE g
192 168 1.0 =75 —f‘ﬁfﬁﬁ‘ m, 255.255.255.0 ﬁlﬂﬁ{ﬁ?&?ﬁ‘f 5
[T .J 1 VPN sise

Remote Group Setup - iﬁ}fﬁ]}E'Jt’l%ﬁEﬁﬁ'ﬁf

Remote VPN Group Setting

' IP Only n
IF Address «0 || Il |l |

Subnet b
IR

255 | |255 | 255 | 0 |
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2 E TSRO <) 73 KT Remote Security Gateway Type) 4 FI=e3li i i T
* i*’jFé £ 53 Hi%]( Local Security Gateway Type)it![fi -

Remote Security Tht FI}HJF Jiﬁlz SRR ] | TR R DR - T HIIED
Gateway Type IP only

BRSPS IRE] (B IP

IP + Domain Name (FQDN) Authentication

IP + Domain Name(FQDN) Faﬁg

IP + E-mail Addr. (USER FQDN) Authentication

IP + E-mail (USER FQDN) l?i%‘

Dynamic IP + Domain Name (FQDN) Authentication
fifis IP + Domain Name(FQDN) 7 FH—Q

Dynamic IP + E-mail Addr. (USER FQDN)
Authentication.

fiipis IP + E-mail (USER FQDN) ?’d?ﬁ

(1) IP only

EHP

LR P AFTIOR ORI PP )
VIR

| IP Only |
IP Address B0 1. 1 ][ 1

FORL I AN 1R P 1 b G5
#1 DNS Resolve ?}lﬁj’ DNS sy [P fib ko & 515 F%J@h
Y % Summary i ,r.JF A ™ i AR P

H- o

[IP only v|
IP by DNS Resolved + | | |

(2) IP + Domain Name(FQDN) Authentication

IP + Domain Name(FQDN) l?’d%’f
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¥ L |P+1“fﬁ@‘« RG> iy * 1P CLAr) o L
EA—HF'U%@J@L‘ FQDN ij’* "/?”I Fﬁiﬁfc FEARE
f e ﬁ”*‘ﬁH [FQDNEJ%@ AN - £
IP b {l[_r K [ﬁi@‘, FIET:‘,_,F.JEJVPN b= Aﬁ%tﬁjq
T AT i JEH%

|IF' +Domain Name(FQDN) Authentication hd

[ |

FRL I AR Y 1P A FTE T {gﬂﬁfﬁb [ P
#: DNS Resolve W}H DNS gt |P i fiFo | HF@”@ S
%7t Internet T A FRVE] o T Y *‘ir%i#w&m ok
Summary i J@‘rf F MRS 5?Tﬁ~ﬁlﬂﬁ'?j‘r;§£lxl [P &P o

| IP + Domain Mame(FQDMN} Authentication hd

| |
| |

(3)IP + E-mail Addr. (USER FQDN)
Authentication:

IP+ E-mail(USER FQDN)

LS P g ﬁ[g[ﬁ% BIFO pUE il 7 ke
P #4544 ) P

[IP + E-mail(User FQDN) Authentication v
L I ]
| el |

TRRLE H T H‘lﬁf_@ﬁ}éﬁ FIpY P g JTE T e
e DNS Resolve ﬁé}[‘f]’ DNS {Eisy [P b fgho & & ?i]%}“i{
FURY %7+ Summary pfhmf]ﬁ.}&'ﬁqu_ [ ATISEPERY P G
o

|IP + E-mail{User FQDM) Authentication v|
| |
| =] |

(4)Dynamic IP + Domain Name(FQDN)
Authentication:
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fifis 1P + Domain Name(FQDN) 7 mg,;

FORLIE IR 1P A Sk B R - L 1P
oI S D | Al Jﬁtf [

_ | Dynamic IP + Domain Name(FQDN) Authentication V|

(5)Dynamic IP + E-mail Addr. (USER FQDN)
Authentication.

Ffiz IP + E-mail (USER FQDN) §J
FORLISTRHIEATE 1P 5 bl 4 22 E“é’éﬁ (B
f{]@% VPN - ﬁ[lﬁ_\‘fﬁ 1~ VPN f Aﬁ%l*j&%ﬂm?ﬁ[[%& (4% VPN
AHSYE] > Za UK DR T VPN [%‘lﬁlg-ﬂ&s i
iy P IR E- Mall i _L“?[&)h‘i%r‘l‘

_ | Dynamic IP + E-mail{User FQDM) Authentication v|
| @] |

Remote Security P45 %Eﬁffﬂﬂl VPN Igﬂ;;.; gVifE’*'J PP E S 7%"7%1
Group Type fffrf'%éﬁm Er[ R Izﬁllﬁ[‘#QT
BAHY 2 R RE| (1) IP address
BT e I VPN BRRASE - b UE ¢ 1P A g
PR T

IP Address |«
L L L L

I p JF%JUA*JE‘ B fé IF=VPN [iEpisgiastiz - 77 192.168.2.1
I IP o ATt R i st o

(2) Subnet
IFZETE TR ujlf*’“*VPN BEFLHIAELE - B T PR AR
R

Subnet
L]
|255 | |255 | |255 | ||:| |

) R G L VPN BRI )
192 168 2.0 <75 “'%‘{ﬁ L1 255.255.255.0 v R ETN
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Fr I == mit VPN Sl -

IPSec Setup

IPSec Setting

| IKE with Preshared Key

Group 1w

DES w

MDS  |»

o |seconss

Group 1w

DE= b

MDS  |»

o lseconss

FRLE [T O - 1T VPN BRSO A R 7 B
o D TR O PARYERY IPSec i o TS PRV A ey -

Encryption Management Protocol - Ljﬂ,%ﬁﬁ R

PR R VPN BRI P A st | MBS B P L
B » I S G PR € S DA

Use IKE Protocol :

) IKE 7 % U0 8 S e Raa ol | o # R 2T PFS(Perfect

Forward Secrecy)?stlJf%z , EU@FJ 57 RV IKE %F'iﬁiﬁﬁé FYET= $2 UL s
SRR - i PFS 77+ 75l brute force 5.2 HifiU % (hacker) 2.3 7 i A
- HEETC 1A o
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Perfect Forward Secrecy %’:’T‘ﬂﬁ[f'rj{‘{ﬂ;’éﬁ: ¥ 20K PFS 2 i ; S
PYSH A3z VPN AL VPN Client /U PFS ZJAZhis -

Phase 1/ Phase 2 DH Group [&/E 1/ 2 DH #3551
= T B PR P | Diffie-Hellman #5124 Group1 Fy kL Group2/Groups -

Phase 1/ Phase 2 Encryption [ 1/[EFE 2 JJ[I'Eﬁ??j;ﬁiﬁ:

Fm%f@%%%%%fﬂmN%ﬁ@ﬂﬁ@ﬁ%ﬁ@»fﬁ@ﬁ;ﬁ#@ﬁﬂ@
SRR 2 YA [ DES:64-1 7 R U1 - 3DES:128-4 R YIfifL -
AES:" [ % fIEs 7 YA VIHAOEne » L £ 128 1 ~ 192 11 256 1 AUTHAS -

Phase 1/Phase 2 Authentication [/ 1/[EFE 2 adn%??jﬂi?

= =apt Fﬁ%ﬂgtﬁﬁ%{‘vaN isntal 'H FFE R » %3 ELF%fF' e i
SRR 2 A ] MDS 5 SHAT” -

Phase 1 SA Life Time [EF& 1 SA “EJ:#&ETFEFJ:

L SRR E SR SR D 28800 FH(8 I [F) AT R
\mNﬁmngﬁﬁP@WHﬁ*ﬁﬁ%&’waiwﬁﬁw*%*F'ﬁﬁi

- o

Phase2 SA Life Time [EF& 2 SA® J?’Sﬂﬁﬂﬂ:

£ #ﬁ\}g‘;fﬁﬁﬁ[% jﬁﬁﬂjffm 7z agl%@t'gBGOOﬁ, (1 Jﬁﬂjf ) S IH=E jﬁ;ﬁéjff 'IFY VPN
IE:“&" ~ 3“A|'F' }‘]F[J/E{_in/‘*" ;;EHJ;FE[ 5 EIE*JF[J:E 7y g %f@?l Fifljé\‘ff e
Preshared Key 3 ¥ | -

e Auto (IKE) SEZIp[1 o [S0s ey * — A Uyl “Pre-shared Key Ay
plT 7 'ﬁ”ﬁlfﬂ%{t test > [2T r) ﬁ]? g\\rr‘fjmﬁ&i_tixJ F[Jﬁ\%$ﬁﬁ £5 }{»;J/,f&
FUERH [ Eiglw*vmp‘/idd PO BUETEE RS VPN mﬁgﬁgﬁgﬁﬁﬁ\@
R Rl R ALY O SRR 30 i
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Advanced Setting- for IKE Protocol Only

Advanced

[] Aggressive Mode

] compress (Support IP Payload Compression Protocol(IPComp))

] Keep-tlive

[J &HHash Algorithm | MD5  |»

[] MetBIOS Broadcast

[] WAT Traversal

Dead Peer Detection{DPD) Enable Automatic Version Check Every |10 | seconds

[] HeartBeat, RemoteHost [0 |0 |0 |[o

Enable Automatic Version Check Every|30 | seconds Retry|5 | count

fiiig&ﬁfﬁ%ﬁg“ﬁ%%,p - 23|I Main I') = Aggressive ( Mgz ) 514 » Main mode

Sl BSh JUF[%VPN (e A0 ] rrr:qﬂ{ E}ﬁ[ﬁﬂ % VPN %[TE 12 L 7 ﬁ[[ﬂ

e Aggressive Mode EE7Fpi=\:
- BELRII R ] Y ERE 1P SR - RLEY T = TR -

e Use IP Header Compression Protocol ffi*'] IP Header BN L
TEFIRE 2R - HEE Y VPN ESEHT VPN 55 4% 1P APy s
(IP Payload compression Protocol) -

e Keep Alive Fﬁ?@ fﬁiﬁﬁﬁﬁ'\

FRERIREAE S JEEE Y VPN mfiifﬁ'ﬁ Eﬂlﬁ\}‘ﬂ]& IF={3 VPN S 1 ‘ﬁ'HI'”f’
P 28555 2 wﬁhruéfgﬂﬁ:ﬁ?iﬁﬁiﬂﬁf]ﬁl” AYRLE I 1P rﬂﬁum Ll O

e AH hash calculation AH Pﬁ%ﬂi’g‘jﬂi&t:
AH (Authentication Header) &%‘?‘;?«Eﬁﬁﬁlﬁfﬁ?“‘ ' [ MDS/DSHA-1 -

e NetBIOS Broadcast “: NetBIOS ’%?ﬁﬁﬁp;@ﬁ

FREBIEEIE 2 R VPN BB S NetBIOS FifE i - - €70
e Jﬂffﬁi'ﬁ»’*‘n”} 53 BB+ (ERUAFEN (2 1= VPN BRIkl ey ot |

e Dead Peer Detection (DPD) iﬁﬁﬁi{gﬁﬁﬂjjﬁ::
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FEEPE L S5 PIEEERY VPN %ﬁg[ﬁ%;\wjga@ﬁ HELLO/ACK FHELEf &
T RERL VPN SRRV R [ TE A T o FV‘ |~ Hudrsdl] VPN B”B'Ff”%f TEEY
sl 71%4{& - P o [EIF' I EE S - v DPD FRLEf B (E f‘;‘ﬁJEHJfFE. s
%IEH 10 #J o

e Heart Beat =% :
VPN Tunnel & & F 1

TR F'?&JE’ %a‘\ﬁ'ﬁﬁ%ﬁﬂ[’ﬂ“&% ICMP 52 VPN SR EetEaf %éé'j 5 st (I A
PR *“Jrg A SRl o (T R T F@LEJ@’ | VPN jaf %aﬁ’ﬂi‘“
[fl"ﬁ"%ﬁfiﬁ:jﬂ ’ ;ﬁarﬁ HIEIF= VPN S EVE R - ) [ Ew@ﬂ VPN ; @;E\J— % AR F T
Fl= VB VPN SRR 5 0 SRR RLEIRS- ) Jﬁﬁﬁl SRS T VPN R

Remote Host ’WWF' i ﬁm Wﬁ?‘ﬂ'* fp' ’ lF“lp T SRR LR ] 2R
J\jﬁ”ﬁgrﬂ[ﬂ“—% HFp I VPN remote Sever LAN

2wk 9y 2 1P 7285 [ ICMP F g o6 1) -
Interval S TRBER I FY) - SRS 30 7 < HT VPN EF

> BI[E 30 7). ICMP (== | l 1R AR ARG RE -

5 GilEil

Retry SRR 8 R SRR ST o DI R R
%IH%JL S I Jlﬁ %gﬁy E[IpiE p%zﬁ HI12{'%r VPN 5L

EFr(ingl v g exp I%ﬂ

S DPD W S VPN SEREE IR CRAHET - TR + BT
RUEHEAY VPN L 1y = e IPSec 4k » #7725 VPN SRR - I it VPN e
IR Ty 20 YR -
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10.1.2.2. Client to Gateway Setting E'Jt’li’fij%ﬁé'ﬂﬁﬁ@r%%

ST ORI R

THRLF L -
I B ISR AT IR R T

MR PR G 1% VPN R
FIR R [(Group VPN) e

FUE A Y R~ 15 VPN B -
8 T (Tunnel s By 1 5%

i <

~ [EBER A - A& AR J*Jgﬁm?@gjpaﬁ@ .

Situation in Tunnel :

Client to Gateway

Tunnel No. A-',f CRBSP Y VPN I % B (5 F&l%“iﬁj Tunnel [%‘;;mr
o

Tunnel Name |7 EHESELEFE €78 » U1 XXX Office » [ *'i_ ~ ] bR
%J‘ qup » 5 "‘}HJ [*T%ZE_I V?ﬂ%t NI iﬁii%]

gﬁi‘i*ﬁn IBESE €7 iLP I3 lﬂj VPN r%rrg KCE EIE‘”)
Eﬁ ’ EJQ ﬁ?ﬁﬁ %J{Fm EI?’E/IE ru u 'E/;EJ__“ Wekese 0 I
BESR T I f' :

Interface T PERP {7 e R VPN B AR

PR

Enabled IR *‘E 1 F“VPN @HEJ o Elﬁugr{%t ff{SFFIJ : F"‘F%Jt

?s@;} Faye: o fl rl [&%QF%
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Local Group Setup - 4 #§% |- RS Telf!

ISFiE T4 BRI 53 HE)( Local Security Gateway Type ) FIElib sait v <) 73
}%]( Remote Security Gateway Type)ﬁl[ﬂj

Local Security 1 BSIIE Hyi%l?' E | AR RN E DR ST

GatewayType P only

FERREL SR Ee P

IP + Domain Name (FQDN) Authentication

IP + Domain Name(FQDN) F?i%‘

IP + E-mail Addr. (USER FQDN) Authentication

IP + E-mail (USER FQDN) = Fgﬁg

Dynamic IP + Domain Name (FQDN) Authentication
fifi 1P + Domain Name(FQDN) I?:%

Dynamic IP + E-mail Addr. (USER FQDN)
Authentication.

FUfiE 1P + E-mail (USER FQDN)
(1) IP only
o 1P

FEEEER] P Z';F[:F:'JFIJHF C PRI P (A
ﬁVI%& ) ’]jir E'&E[I#FIFIJ WAN IP {\ji}’fﬁﬁf’?ﬂﬁ%j lpdjg
E‘:MFS‘ [T 3,= n‘igr—?g‘g%ﬁ%@ o

_' i
ol ol o

(2) IP + Domain Name(FQDN) Authentication

ﬁ

+ Domain Name(FQDN) = Hy

T EEE |P+{ﬁi@‘a JEILJ:f %ﬁff“ (&R Jqﬁf}@
R IP ﬂ“*ﬁ?ﬁ.&"ﬁp[g EJWAN IP ol F IR
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“FIE @:’ﬁfﬂ‘ | & fﬁ:‘,ﬁ%n}%’?éﬁfﬁ e

FQDN i{?ﬁ}ﬁ%ﬁ?’kﬂ "ﬁj@‘« £ A F/\ T T A

Internet I g*,j:ﬁiﬁ YE[] > g[1 vpn.server.com o [F=|P it HH"]
.»ﬁj@g S */r,JpJVPNi = Jiﬁﬁ%@@ﬂﬁ'fﬁﬁﬁ”

L -

| IP + Domain Name(FQDN) Authentication |
o
| |

(3) IP + E-mail Addr. (USER FQDN) Authentication.
+ E-mail (USER FQDN) &= Fhag;

R P S hp R IR —j AR R T
P g = ﬁﬂ[fFﬂ“ AN '-1%1; SRERE BN AY
WAN IP fb > ﬂjﬁﬁl;ﬁﬁé b FIEIJ:F‘[ I_j ]"E;,l g
Fgh L

| IP + E-mail(User FQDN) Authentication v|
il el
| el |

(4) Dynamic IP + Domain Name(FQDN) Authentication

__I:l

ffis IP + Domain Name(FQDN) r?:%

ToRLEH [ERE IP r’ﬂjiﬁg%-@ﬂlﬁgﬁ [S TR ]
¥ VPN FI, ,r.JFuVPN @El?ﬁ’mﬁgliﬁﬁ”ﬁtﬁ VPN ;(E,;RE*«
)+ AR AR O VPN B ¥ o
PSR HEE VPN %ﬁ?“ A EAEA R o

_ | Dynamic IP + Domain Mame(FQDM) Authentication v|

(5) Dynamic IP + E-mail Addr. (USER FQDN)
thentication.

FsfEE IP + E-mail (USER FQDN) 2

BRI P IPRE 1P B - g
i VPN R T g IP b Himdai VPN REERS
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S5 (5 VPN S 21 R AR
VPN [B5REH8G ¥ (288 4T VPN - %ﬁﬁ” 2
A E-Mail i e e

| Dynamic [P + E-mail{User FQDMN) Authentication v|

| =] |

Local Security Group

Type
F P E R RE]

T A BB IRI VPN IEC_H»%J; gVifE’*’J SR Tﬁh
_¢ﬁgﬁi§‘ff ng AU > %IJ e [ﬁﬁlﬁfgr

1. IP address
PR TR VPN BESEAR - |UF iy 1P A4
PORTERR ) Jiise

IP Address |w
|192 |_|158 ||1 |_|D |

NN g F%Eif -FIPPAVPN WP - 4 192.168.1.0
IRl S EEy ATRRE s

2. Subnet
P TR FH = VPN BEEfiastes - & l@ﬁjﬁggui%
$ "‘I?ﬁ it -
Subnet W
|1~32|_|1sa|_|1 |_|c| |

|255 | |255 | |255 | |c| |

LJ -t,’—'EJl £ E[ [—“VPN I%:‘E}H;-R’Ekl& s l; J
192 6 8.1.0 - Q'? MELE Eﬁl b 255.255.255.0 fH 5 ﬁFQ ;E*qTF\"l
1 VP e
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Remote Group Setup - iﬁfﬁ#']ﬂ%ﬁi’ﬁffﬁ{

Remote VPN GroupSetting

|IP Only v
IP Address <ol || | || |

IF=ZETE TRt ﬁhﬁ RIS ) 5 R ( Remote Security Gateway Type) ™ FI3gi 5 ﬁirﬁ.jg ffrlﬁ !
4 FIRIIES) 55 KR Local Security Gateway Type)itiff -

Remote Security STl TR | TR SR E GRS ST Y
Gateway Type IP only
aumpay | &P

IP + Domain Name (FQDN) Authentication
IP + Domain Name(FQDN) l?i%‘

IP + E-mail Addr. (USER FQDN)
Authentication

IP + E-mail (USER FQDN) = Fmﬂ

Dynamic IP + Domain Name (FQDN)
Authentication

fifiz 1P + Domain Name(FQDN) r?:ﬁ%

Dynamic IP + E-mail Addr. (USER FQDN)
Authentication

f4iE 1P + E-mail (USER FQDN) 7

(1)IP only
e P
¥ @Hwﬁﬂw~’iEWt@“PP*%rﬂ

;;wvﬂ_m L ??% HEE R & TRy P b fIE

B E‘Vﬁf}@ &7 Ed DNS Resolve 1}1’1’ DNS {Einy P fib
ilp T R T Summary [UsEERTE S [
t ‘,frﬁ'ﬂ%p JIP g
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[IF Only v

OO

(2) IP + Domain Name(FQDN) Authentication
IP + Domain Name(FQDN) = F“ﬁg

FRER |P+§'ﬁ@‘2 T ”Ff‘ ﬁ%gﬁ?ﬂ IP 41| K [
e SN ﬁiﬁjﬁ i FQDN POk T Rl “Fﬁi@, RS

IR USR] |[a',1f, FQDN st £, glan o P
(P RN i gl Fﬁﬁ,r.J [0 VPN 4 = Wit

BRI P @ET_J% L E T i]jﬁﬁ1;ﬁf éﬁ Efi 1P
A g1t P Tt es £ ?EE% DNS Resolve *ﬁf]’ DNS
iy 1P Ao 2 2R T Summary fsm

SEUN T (TSR P g

[In ' Domain Name(rQDN) Authentization |

O
| |

(3)IP + E-mail Addr. (USER FQDN)
Authentication.

IP + E-mail (USER FQDN) = ang;

F LSS AP Ok dp R Z R Juﬁ » pUE il ¢ e
1P i 1 2 e 2 wf[ PR F AL T
ér[¢mﬁ‘ * IV AP SR 3  PIE T Fgsafind 78 DNS
Resolve 7»}[1 DNS {d#iny |P b iko & 5 F%Juah’?%ﬂ % T
Summary Elfhﬁ\t,lwraljﬁﬁ [ AR SEP TR 1P b gt

|IF‘ +E-mail{User FQDN) Authentication vl
I ]
| @] |

(4) Dynamic IP + Domain Name(FQDN)
Authentication:

fiifis IP + Domain Name(FQDN) 7 ang;

FRLES RS 1P "**ﬁimﬁkﬁﬂj ENTE s
o = R LS PR £
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_ |Dynam\c IP + Domain Name(F QD) Authentication v|

(5) Dynamic IP + E-mail Addr. (USER FQDN)
Authentication.

fifiE 1P + E-mail (USER FQDN) Fé"in%

AL PR P o3 VPN Ry -
HIERIEGRE VPN Flf,'jiifﬁ.}ﬁlfi VPN [fifif 5 VPN 1%
FARIEEL VPN G VPN I 5 B SR
VPN BEFEIRS il 20 R E-Mail Cef
A -

| Dynamic IP + E-mail(User FODN) Authentication |
| le| |

IPSec Setup

IPSec Setting

| IKE with Preshared Key +

Groupt »

E

ux]

MDS s

seconds

I! IDI
L4

Groupt w

£

DES

MDS »

seconds

"

Advanced +

FRLE [ FOT P VPN BRI < PRIR T T L
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=R iﬂ)j}{‘[’ﬁigﬁj erR[ I HERERY IPSec Wi > AT PP ELIE S “key” o

Encryption Management Protocol - ifﬁ%?’ffﬁl%%

PP VPN BB A S B e i A
e - %i* D P L R R DA

IKE Protocol :

B3 IKE & % H 5 [fios %ﬁ?FJJ[I7'%E%ﬁA%j§ﬁﬁ'EI5J['EI PIH o FUR R =R PFS(Perfect
Forward Secrecy)?TF'J % E[”T? = RS IKE &%‘xﬁﬁﬁi}% F VT I ] £ S
U Fd PFS ‘?BFF'J,& ﬁH brute force ?EE“VE SIVET & (hacker) 2k 5 %Eﬁ
- WHEEY D IR -

e Perfect Forward Secrecy %’:’T‘ﬂﬁ[f'rj{‘{ﬂ;’éﬁ: ¥ 20K PFS 2 i ; S

PE9H 3t VPN 5 RL VPN Client s Bif PFS Ty -
® Phase 1/ Phase 2 DH Group [&F: 1/ 2 DH #E 5
= R T E B PR P Diffie-Hellman #5154 Group1 gy kL Group2/Groups -

® Phase 1/ Phase 2 Encryption [EF 1/FF 2 JJ[I'Eﬁ??j;ﬁiﬁ:

I R R VPN SELI A It » o s G - e )
A T Y- DES:64-1¢ 7 1l - 3DES: 128-'”7“%' L
AES: | 2 S e ot » 128 & - 192 B 1 256 1 U -

® Phase 1/Phase 2 Authentication [/ 1/ 2 adn%??jﬂi?

RENEIE CHIR L= VPN BEE 7 (PSRRI 2 i B = s
—? JFFJF[ VR "‘”EIWFEWFI “MD5"F5“SHA1"

e Phase 1 SA Life Time [EF& 1 SA “EJ:#&ETFEFJ
£ L**@}Zi{ffﬁ%p’ﬁjﬂ%ﬁiﬁj » ag[%@jtr 28800 #J(8 Eﬁ » K IF=E ﬁﬁﬂjf IiE
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VPN it s 2R IR E SR o I n L P T

A
- o

e Phase2 SA Life Time [ 2 SA ?Jfﬁﬁﬂ:

0 Fﬁ\}@i%ﬁﬁ[% iﬁﬁﬂjF'E = vg[%@t'gBGOO%J/U 4 Eﬂj) KR }”Fﬁijff '~ VPN
Igi_w's\, 4 ﬁﬁgl‘hp J}{_Jii’“‘ ;?scﬁﬂjffm % Elgﬁﬁu B PR Jﬂ\%fﬁﬁl F.Elg\—j,

® Preshared Key H 7|

e Auto (IKE) SZIf[1 o [S0& e * —~ A LR “Pre-shared Key” [1uffi i
It A P RORRIRESS test » XTI et R RLY L B - R
F! ﬁﬁf‘fﬁff ey e FORLY 3"&“\ SRR FBS VPN BEEEE e
R R R ELY BRI B 30 (R R

Advanced Setting- for IKE Protocol Only

Advanced

Aggressive Mode

Compress (Support IP Payload Compression Protocol(IPComp))

Keep-Alive

AH Hash Algorithm [MD5  »

MAT Traversal

Dead Peer DetectioniDFD) Enable Automatic Version Check Every |10 | seconds

HO0O0OO

PRV EHT ST E] Main [ Aggressive (5 wﬁ'ﬁ“ ) #1=¢ > Main mode
Sl BSh JUF[%VPN = & EamNil r‘%ﬂ{ E}ﬁ[ﬁﬂ % VPN %[fﬁ filrE g thﬁ[[ﬂ

e Aggressive Mode EE7Fpi=\:
AREIRFOER " - I EYE 1P SR - ALK R 2 P -

e Use IP Header Compression Protocol ffi7| IP Header Bkt
TEE IR 170 EJ[J&E[}%EI?J VPN [‘%};EHI VPN K”B'F}J’f;ff 1T IP %Eﬁﬁﬁﬁﬁfj’gﬁfﬁ

(IP Payload compression Protocol) -

e Keep Alive ﬁ?@ fﬁiﬁﬁﬁﬁ'\
FURRIEE I o VPN BTG R I VPN T gl
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Il | 25555 ﬁjﬁfﬁ}%ﬁﬁﬁﬂﬁﬂi@% ] Rl i IP o TR -
AH hash calculation AH pﬁﬁ’ﬂ?jﬁﬂiﬁ:

AH (Authentication Header) E?%%Eﬁﬁﬁlﬁfﬁ?“ ' f'E# MDS/DSHA-1 -
NetBIOS Broadcast “: 7 NetBIOS %?ﬁﬁﬁﬂ@ﬁ

EEPE L S5 P AY VPN [%%iﬁ‘_g[lﬁia NetBIOS %T{iﬁépﬁ;ﬁ} SRR
B B S B lﬁ'iﬁ‘ﬁﬂu#‘“ [ VPN BSHfTE  s |

Dead Peer Detection (DPD) H{rs4EREI=lge:

FEEPE S5 PIHEEERY VPN %F[Iﬁ%ﬁﬂﬁfj@é HELLO/ACK FEIF] &
RS [E{E[EL7 VPN [ J?ﬁ‘ul TE A T o F{"*‘r ;ﬁ}%&gl“ VPN B”E'}‘,”ﬁ TE
el 71%4{; - L o [El“ [ ERE S - v DPD FRLEf B E f‘;‘ﬁJEHJfFE. s I
%IEH 10 #J o
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10.1.3. PPTP Server

L 2 Window XP/2000/Vista i) PPTP S5 & | Wﬂ#ﬂ%ﬂﬁya B S u?ﬁ*ﬁ*‘*
TR B e g g o VPN s o

PPTP Setup

Enable PPTP Server

PPTP IP Address Range

IP Range Starts: 192.168.2.150
IP Range Ends: 192.168.2.159

Unified IP Management

New User Account

-User{s) Defined
New Password: [ 1]
Confirm Passward: [ 1]

IP Address: (&) Automatically

(] Assign IP Address : |:| |:| |:| |:|

Connection List

-Tunnel{s)Used -Tunnel{s)Mailable

O Ak Gemesl

Enabled PPTP Server | /2 B I IRISRBESH L E PPTP 3 -
7] PPTP 555
PPTP IP Address %Fj *r“ PPTP IP & fifiudafa! » EFIA Ji_%'n’\’]ﬂ

Range IEIF' H- I* IR e R A L
PPTP SIFTREIIP R | iz | P00 |2 DHCP (T8 a e 1P S
LR
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User name iy e Ry e

Password B SRR R R » 2| R R |

Confirm Password | " ©

Add to list A Pf_%{%@?@l* HFIFE D

Delete selected PRIV

item

Connection List B A | RS PRSP 1 ﬁufﬁiﬁﬁ‘]%‘, IR Etﬁn IP
BHHF PPTP 58 bt

10.1.4. VPN Pass Through - #f&#'5% VPN B‘B’F}'ﬁﬁﬁ:

VPN Pass Through

(® Enabled O Disabled
& Enabled O Disabled

& Enabled O Disabled

Aty | Ceneel
IPSec Pass T hLEE Enabled fi Jﬁf, Al u:fPCf‘ iffli¥'] VPN- IPSec
T [ EES % A
Through : FHEE R VPN [fg,g;\
PPTP Pass # hLE S Enabled (U5 - [1]7 7 PC Hiffi [ VPN > [
) ‘o7 PC 4" VPN- PPTP ﬁcpﬁiziﬁw (NI
Through : VPN %‘IfF 1&1@
L2TP Pass T hLE S Enabled Eiﬁf HI-e7 PC Hfii = VPN - [
) ‘o7 PC 4l ™| VPN- L2TP ﬁcuﬁfmztig& il
Through : VPN Fj’s‘mﬁ?ﬁ@

?irﬂfﬁ’?‘/%ﬁ“ “Apply” if‘%,mam[ﬁ—é‘ ERBRIE R T “Cancel” 5
i %L@"\E[
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Xl. Advanced Function - I {43 FE"F,J;.\&W %‘f’;

11.1 DMZ Host/ Forwarding - DMZ/ Rk 88

DMZ Host

DMZ Private IP Address 192.153..@

Port Range Forwarding

Senice :|AIITrE|1TIC [TCP&UDPM~65535] w

Service Management

IP Address | || || || |

Interface :

Enabled : []

11.1.1 DMZ Host

Hi Bt :Tﬁ‘.g' EAN ?F[ U5 PC URHREIP ] * 2= DMZ I - 24 1 WAN Hiffs
* IP rﬂlhf’*ﬁl ’:é{ﬁ i PC A1 iRl - WAN ,F.ijﬁl SEFE R BT ﬁ[gu
- F' PC fﬂrﬁ[ﬁh_—ﬂlﬁf‘, PC F-

7 [ "DMZ Host i e 8 [ VI o4 e i DMZ IP Address 571,31 07
=R T E IEB“ .
%%’%“Apply”ﬂﬂﬁ[’%T%'Fﬁ'wf’?@pﬂﬁu WF%JL[ HEYr e K Cancel’ H|f sl

M) P S L R P (R R P
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11.1.2 Port Range Forwarding - 'E}%—Fﬁjﬁ]i’/ﬁﬁa}‘i%

FORLITE AR A A (ARSI IRV IRS FYWEB ~ FTP ~ Mailsn) - sy

F' ;H F?Hﬂ % FH iggkff;]t,f %@pm%' s FE I“E%‘EI[%EIF[U%?Z[ SEIP g ;:IHQS;;?

{@Fuﬁ%,(prWWt 80 1H ) - i mtrv*[” ﬁ AP fi] qwgpﬂj@% ﬁyp,ir%{ﬁjg[

Fios Fltg K ,'ﬂ YR A - 411192.168.1.2 2 Hif!L 80 piﬁﬂ B AIREEE ol e & Vg A
FIF bR UL http //211.243.220.43.

Feﬁgjr EF}:KAIIAEJIH—L N mﬁﬁi[%gﬁ’[fjj‘ﬁfﬁ IP it 4= gEda 2] 192.168.1.2 puikfE= £5% i 80
%ﬁﬁv;[ﬁgl 1o
H e R ”lp qwg%{ ?BZ/D F%{ F[gg{zjr&n Iﬁ TIR S ARSI | a5
IP 414 7 [

Port Range Forwarding

Semnice :|.AI|Trafﬂc [TCP&UDPM~G5535] w

Service Management

IPagdress:| | || || ]

Interface : [ANY |

Enabled : []
Dzlste salzctad anplication
Service PR AR R e P SR R I - O
ljﬁ?ﬁﬁdpl WWW £% 80(80~80) » FTP £ 21~21» fi' =¥ §F77%ﬂ51ﬁ
*]J%L !
IP Address ri I b Al e e A A | Fﬁf RAE S | N (i
192.168.1.100 -
Interface EE WAN ,P.Jp YR
Enabled I35 -
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Service Port ST T AV E R IR LA e
Management il Vﬁﬁ‘%? SRS -

TRFHRFHI MR

Add to list ROPEIFSE R TIA -

Service Port Management - %ﬁﬁ?ﬁﬂﬁ%‘g@’iﬁiﬁﬁ&%

B R R SR A o BB I A SRS M
*E’F%ﬂ%? SR O i

Service Name All Traffic [TCP&UDPM~E5535)
— DNS [UDP/53~53]
FTP [TCP/21~21]
HTTP [TCP/20~80]
Srotocol HTTP Secondary [TCP/2020~8080]
HTTPS [TCP/443~443)
HTTPS Secondary [TCP/8443~8443]
TFTP [UDP/69~69]
Port Range IMAP [TCPM43~143]
| to] | NNTP [TCPA19~119]
POP2 [TCPM10~110]
SNMP [UDPME1~161]
SMTP [TCP/25~25]
TELNET [TCP/23~23]
TELNET Secondary [TCP/8023~8023] v

oy | carcr Je

|

Service Name P VLIRS £ G 9 BT
’J]Fﬁn—[uﬁ 7
Protocol 7 SRR TR R SR cwrﬁf“ £% TCP 75 UDP -
Port Range SR A S PTET IIAR SR BRI 7
oI "
Add to list FET I ] ’g IR Jj;i[ FL il > & 2 #riET 100 52
LN E RS
Delete selected | iz s puiopyy FIERR 2~ ST -
item
%%ﬁ%ﬁfﬁmrﬁ !
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Apply B 22 Ay S e ] T ARSIy
e

Cancel BB 22 Cance ™[ (7 I M| T i fs by
B g R R B (S i

Close

B R -
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11.2 UPnP

PnP (Universal Plug and Play) ﬂf%?ﬁfmﬁﬁﬂﬂggm TEpR R A > RLLEE F“ ﬁ“l'[
442 UpnP %ﬁﬁkﬂﬁl@ﬁ—ﬁ(v[l Windows XP)[f] &' f@:’ﬁJFﬂ”F, UpnP i< i J’?Sf’ (& J/L‘l—j¢7|i“‘ﬁj
UPnP ﬁjﬂ ?yﬂ 0

UPnP Setup
Senvice : | DNS [UDP/53~53] v|
Mame or IP Address : | |
Enabled : Fl
Sl Teldlz Al Cemeel
Service Port 7 IS FRRETY UPNP AOTGEBRIETRRE S - I WWW
bl £%,80(80~80)> FTP £321~217i" aﬁé%ﬁ AR I !
Host Name or IP Address | =4 UPnP Ao %[ P 4 £ g
EPERY IP (g 192.168.1.100 -
Enabled: meqw i
Service Port PRGTAY P TR MR SR -
Management:
SEFEIT PRI R
Add to List: BT F;srqb,jj,g[gi FL
Delete Selected Item: P4 Ee g ] Fly%j ST - g—TPJ?‘( .
Show Table: S | Fl T UPNnP Forwarding %[5«
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Apply: I 22 Apply I (7 ] T AR fSs i L
B -

Cancel: BRI =pb g2 Cancel” | 7 A ] § RIS fSTs Ll |
Sy PR R R PV T
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11.3 Routing - B (L

L'_L&Ezﬁ‘}/? f'l\l:

J:%El[ﬁ’fil b?%‘?% EI[EJF%{O

Dynamic Routing

* Gateway O Router
C'Enabled @ Disabled

Static Routing

DestiP] || || || |
SubnetMask: || || | |
Default Gateway| || || || |

Metric I:I

Interface : LAM W

Delete zelecizd itzm

11.3.1 Dynamic Routing - ﬁﬁf&?ﬁpll%“—g

RIP RLEE 5] & Routing Information Protocol fitfis |RIPI I RIP I/ iy % -
S — R P IAVAREE L S 2P0 - (W Hé‘é(ﬁ‘/if EHE R *fﬂ IJJFUI?WM;T el i
H 1H|[4ﬁj S o RIP PO RS RLISFORFEE 1 BT IF*F[ EHEALE Y — Hﬁ
BT ﬁl“‘h%fFlJ' eI ST I;FISF“*J P o p J,':[:J’F)'TE H '"Elgb?l

RIP fl- @.@E’ﬁ RTHTPYER e - 70 | SHESR R F[\J*fj}‘vj‘}%‘rj‘ﬁljfj”ii_ﬁIF[%JPB’I/FfJgﬁ]‘Eg[%?
SRS LR B RS SRS 28 o ) 1 PRI e e e o Bl R J"f‘ L
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SR PRUREF > (FRLY T~ L R R R e B

Dynamic Routing

® cateway O Router
 Enabled & Disabled

YVorking Mode SRS AR [ EL Gateway (NAT) A=V a5 kL
g%%ﬁ“%gﬁﬁ;ﬁl?h Router (,El [[))%LT o
RIP 2 {87+ “Enabled Il ™ | RIP FRERE  ipj7 -
Receive RIP versions FirT BT S s e B [ EEEE SRS None
53 e

FUPREEFEED | Ripv1 . RIPv2-Broadcast» RIPv2-Multicast » #5451
i I CAES el
Transmit RIP versions it S R S e B [FERE GRS None

Iz 4k au FRY = S Eie
RRPERF SEFEED | Ripvt s RIPv2 > Both RIPVT and v2 (547 i hfiEs
i FR Vs A

11.3.2 Static Routing - @E%FHF%@

fﬁﬁ:%‘ﬁ“ﬂ" = BRI RS A B - TS RS 5T KPR
SR “fﬁrllﬁﬁﬁ AR O RA T 18+ — RLve MUMti-WAN [zt | B 3 g M
BB - WAN -
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Static Routing

pestip{ [ I |[ |
subnetask] || || || |
Default Gateway: || | || |

Metric : I:I
Interface :

Dest. IP
Subnet Mask
i e e Ay

kg E'Elfii*‘ﬁElfhmf]ﬁ-}?Fﬁ"ﬁ IP éﬁlﬂﬁ"* K éﬁ%““l“

Default Gateway (g R I sz s A jjﬁl%f SR g o

PN AR i H

Metric P St AR | PR TR R e L

BB PP O D - P 20 FR 1 - ()
17, 15) o

|nterface i %{ SPIES #E' ; Lﬂjﬁ??ﬁli@‘ziﬁ& WAN f]ﬁﬁﬁ vk LIgk

il S8R LAN £ -

Add to List

e A I R

Delete Selected Item

PR el I RS R, o

Show Table :[ ,Jﬁ;g;ﬂ SLE @,% o

Apply gﬁa}i{ U;gyg:'“Apmy”;lug v M TSR EITF%JL[ I f“
e

Cancel

R F*HvH“Cancewtlnr,f;f T HTY TR PSR LT
U PP RS PR g
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11.4 One to One NAT - — ¥~ NAT &

11.4.1 One to One NAT

Hi e ISP A8t LB (U ADSL il & IP)EY > jHf ISP Tﬁ"ffﬂ"%f[ﬁ'ﬁfi IP 1o 25
VR A B B 2 WAN R % 584 5 ATU-R(RED) Fi = T 1P A
e o AR £ 1P O I g S B R O T %ﬁbﬂ it *l'if AR

HE AP IEF{IIFLJTJ — S S I]EPL[**‘—TF‘%T”F[J qzlj 7}?[3& Eﬁ?ﬁi Fle IF[JHii IP -

IO 2 R B T PO U710 ) O WEB (R - R RS
PR P G LA P 91 A S0 A 1P G S A
RIS 1P e |

AT IR 6 A IP I STIRL 2101100 ~6 iy 210.11.1.1 SIESREEE o
WANT fi7] » BY9SELE E DA 3 P )53 BIRE ) One to One NAT Hifl1 » g1 A :

210.11.1.2-> 192.168.1.3
210.11.1.3> 192.168.1.4
210.11.1.4-> 192.168.1.5

210.11.1.5> 192.168.1.6

=
11 WAN IP 8531 fERARFE, T~ - NAT 10 1P By -
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One to One NAT

Enable One-to-One NAT [¥]

Add Range
Private Range Begin:  [192 168 |, || |
Public Range Begin: I H O K |
Range Length: |:|
Delete selectzd rangs
Enable One to One | 250kl ﬁﬂ?ﬁ#— i~ NAT I

NAT

Private IP Range
Begin
P [EPERTR 1P Pait-

HEARAP I IP Ao

Public IP Range
Begin
9t 1P $ag-

A 1P A HER P -

Range Length

1 TR 2 DO (P s -

#E IP g7 El

Add to List e IF‘%‘J%Ew Ef— NAT F[[Zfl1 -

Delete Seleted Item P g2 PR Y- B NAT HIH[] -

Apply B P 2 R s I AR S B
Cancel

&#[ﬁ&lﬁ%ﬂ“?viﬁ”lﬂr?/g Fl] Y BB p 2 EIS‘F%JL[ | F"‘*E"T’ =
ﬁé[ﬁ:d F|jJ‘A“F,:_:—L” E{*J]ﬁ: % HIJ—j/ KAII J}‘Sr‘o
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=R

~ B [ NAT RS @it fAR o 2 (B F%ML v JF=rbge > LAN *ﬁ-f’?ﬁ
) 2 PR A I S I A i
@fU* A= NAT [R5 EJB%EF& PR I R SV R o R 2V
RN -

11.4.2 Multiple to One NAT - %%~ NAT £}

BRSP4/ I8 BEEHNAT 52 WAN P 21 b
I LR S0 W S 23 NAT St -

Multiple to One NAT

Private IPRange: | || || || [to| || |
Representative Public IP; | || || || |

Interface
Choatois

Enable Multiple to AERL ORI 22 NAT 2 -

One NAT
Private IP Range | AP AR
Begin

Pjﬁﬂﬂ%‘]ﬁéﬂ IP ¥y
Public IP Range

= [ﬁ,liﬁ-"‘%p]’?’[ﬁﬁ)‘mﬁ (WAN)IP 2 Jt el ™ 7 i o
Begin e A LR e A e RS L W R
S FBETR 1P B4 ERL W“
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Interface AR IR P AR e o PSP WAN P A3 o

PR R AR A S i S JL i

Add to List ‘J[lj I’—L“'%"“JLTLI “?/5?‘# NAT = ]J%HI °

Delete Seleted Item | [[=Am& E Y 25— NAT [ -

Apply P ERIP S 2 e € (e M PR [ 2 -

Cancel &ﬁ%ﬁlﬁ%ﬂ“qwﬁ“‘[ﬁ“/aﬁf [ ¥ FroRRE A S ﬁ'ﬂ% = FL By 1=
P T E R Y R

11.5 DDNS- Dynamic Domain Name Service -BiREAfiE: FERAT

FEEH ISV “DDNS” ZJf=fi I’ 4 #2 Dyndns.org == 3322.0rg [ty 3 FV R TERa: €7 ;p;ﬁ;
A= JFI E VRRLES R0 M [EIRE IP A SR 5 F [ < 1P J%Ugi #{%rg];%ﬂ iR
PRI i R U251 P-4 ADSL PPPOE ﬁﬁﬂugyi Cable Modem fafii 2| muWAN
IP ﬂ“tﬁ?{irﬁ[ﬁ& ISP ¥ .}%lj\p dligh gll#ﬁf@“ ?ﬁll% " DDNS /% - §[“abc.Dyndns.org” »
* I%Ju DDNS F%JLHI » HII A U1 A Ping Dyndns org FIIF I Al BEp AR o IR
IP e =", [J}“E ﬁ@’ﬁf}*ﬁ/?}%ﬂﬂiwn AHEE U7 PR e A EHT_F edimax.Dyndns.org fik
FTREEE ™ T ’%FHE%EJWEB

{/J 7][ ’ t'r‘l'ﬁ]l@:}x DDNS [ ’i@ ’ DIFAE-@EE 7 %E%—LF[J ?;“}L[ , IFU [imszllz[[%g% I’[E{ WAN ﬁzFlJ [ﬁj
[ 1~y DDNS fit g IP 4: o

DDNS Setup
Dyndns Disabled Dydns:— .
WAN T 3322 Disabled 3322 — Edit
Dyndns Disabled Dydns:— .
WAN 2 3322 Disabled 3322 — Edi
Dyndns Disabled Dydns:— .
UsB 3322 Disabled 3322 — Edit

B FZ/'P i J’Tﬁliﬁﬁiﬁfﬁiﬁh “HEREit’:E * DDNS E’fﬁ[’;ﬁ‘ﬁiﬁ‘éﬁﬁ}l?ﬁﬁ@ WAN [ 15 DDNS
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DynDNS.org

3322.0rg

Interface: |'|H.H 1

| | [ Register ]

0.0.0.0

DDME function is disabled or No Internet connection.

| | [ Register l

0.0.0.0

DDMS function is disabled or No Internet connection.

Spply | Canesl

Interface S P R e IV R

DDNS fi'I']:# % Dyndns.org I'| = 3322.org (fi'I' [fil {1 ™])

Username 1) DDNS "JRass el & Frrfl v 7 1 £/

Password 71| DDNS AR ift & 7] 1 3h7 i -

Host Name PR £ [F'J DDNS ’:’l’?’ﬁéﬁl']ﬁflﬁﬁ[ﬁilh J[1abc.dynddns.org
Fv # abc.3322.0rg -

Internet IP Address I WAN FEVIES ISP VDR 518 1P 08 di-» B s

ey E] ISP SRRGY (1 1P G 4 F IR Ao -

Status CTEN 'FJ'J"?.HI%F S DDNS fURIFHREE -

ARE

Apply TR 22 “Apply I (R I R (Sl 2
e

Cancel Eﬁﬂ& =&+ “Cancel”H[] T?Hﬁ Ry Ay el F"y

PR R E[EAFE IT].*E%JILM/F,J?.Q £ o
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11.6 MAC Clone
ﬂ*ISP Fgljﬁfgﬁ [ MAC S G & ) ety ISP m;; Fiel 1P 5 %\FL i Jr?:%@

Bl ﬁ?f' %% Cable Mode fiu- |7 o # JJ [wﬁﬁﬂ«p Jﬁf N JIFL”J “}{—inﬁrgﬂ ISP ﬂ‘J%’[ﬁ
—IT“‘EH?E‘I* HHMAC b4 00-XX-XX-XX-XX-XX) 3] * Frpfr® p[gfga”ﬁg F=MAC r‘f‘ IHERL L
ISP %‘j* P Eﬂjp U |
MAC Clone
WAN 1 50-56-4D-32-30-31 Edit
WAN 2 50-56-4D-32-30-32 Edit

AR (SRR SAERY > EEYWAN A REERSRIEETSE 1 WANT [i9ih MAC £ 3 )
i e F'ﬁﬁ?“ L3 1P ORI 1 MAC » BB 22 Apply S v
j’m@?’bﬂ“ “‘Y?if il %@I%E“Cancel”lﬂﬁ/g[ﬁéﬁw AR ST K
T P e g;{ﬁ?Fgﬁ%lﬁ]H@IEyFwﬁ 3

E Iﬁ{JFij;‘l’fP ,qpp%p 9 MAC PEF" £ WAN ’ff i1 MAC 2y
Interface |'|'H-H1
® [s0 Vse Hao ez o ff |

Default: 50-56-4D-32-30-31

O 00-1A-92-70-43-CD

Agply | Cemsel

128



Dual-WAN Security Router

=t £

Xll. System Tool — _ s

P Ay oA e R R T R s T S e

B =P ﬁ%l*“’y‘fﬁ? Fﬁfﬂ‘&%fﬁﬁ‘?w [,ggﬁéjffg% F‘ SRR Y %ﬁ 5.2
Q{T’“[;ﬂ;ﬁ;ﬂf[ ) T [—-@“j:j IE?IIJFEJ}‘H\FI °
12.1 Diagnostic

System Tool | Port Management CRE WPN Lg
Password Setup
Diagnostic

Firmware Upgrade

Configuration Backup

SNMP Setup

System Time

System Recowver

R A AOR RSB ) OO RIRERE IR 0] - 1 4 DNS i)
Ping ~ 72 -

® DNS Lookup O‘F‘ing

Look up domain name

DNS Lookup — DNS $‘,§'=§J

ﬁﬁ’f )fFJFQ{,Iﬁ?“ AR Rpoafgis = B 1 et €78 > 91 www.edimax.com.tw 7#.&%55,&
Go FsF £l HI - i N R S
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® DNSLookup O Ping

Look up domain name |www. edimax. com | [ G ]
Mame: wiww edimax.com
Address: G1.61.140.158

Ping
CDNSLookup @ Ping
Ping host or IP address |168.95. 1.1 [ 6o |
Status Test Succeeded
Fackets: 414 transmitted, 4/4 received, 0 % loss
Minimum = 3.3 ms
Round Trip Time: Maximum =193 ms
Average =8.3ms
i FJJ‘ REDT foltl R R I I R BT T e il R R R
frevee

OISR g (LGRS B AR IP > 11168.95.1.1 BER Go [ufk 2l R
‘JE'H:%\EFFA TR e L
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12.2 Firmware Upgrade — i?ﬂﬁfjﬁl??

Lk%jjj [ENE S 253 1k s Web F%Jufyll?i, Hl@[gﬁ?ﬁ?ﬂﬁﬂ% [ 75 o %L | i A FIE ,.@J’F‘E‘
B h ey e REENURET S SRR IR R o A E'E?—J s AR o e o BB
"Firmware Upgrade Right Now" &/ P1#r o

EE
T B AR %F A B A
rrilé‘(ﬁ”?ﬁ‘ﬂﬂ*gﬁlﬂlﬁf %9”?“ FIF=FLaR g Ub‘“xy’?‘f“' AAEARA E Wil

System Tool Port Management GRE WPN Lc

Password Setup

Diagnostic

Firmware Upgrade

Configuration Backup

SNMP Setup

System Time

System Recover

Firmware Upgrade

Browee..

Warning 1. Choosging previous firmware versions will restore all settings to defauk.
2. Firmware upgrading may take a few minutes, don't turn off power or press reset.
3. Dont cloze the window or disconnect during upgrading process.
4. Please suspend on-ling traffics when upgrading the new firmware.

Firmware Version : v1.0.3 .01 (Hov 4 2011 19:04:39)
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12.3 Configuration Backup — 3,’;' ﬁFJ&J

System Tool Port Management GRE WFN Lo
Password Setup
Diagnostic

Firmware Upgrade

Configuration Backup

SNMP Setup

System Time

System Recover

Import Configuration File

Export Configuration File

RS SN o T

PR R FERA 6 F@}‘-\L_ij‘ Fk[ﬂl EER R E R Browse” = [ 1)
‘—’*E;*V’Fﬁ' “config.exp” i e[ - 1_?“3’2 i [t Import ﬁ%ﬁ%wnzé* °

AR R :

I—L‘ﬁJ:J W,f%;;ﬂ[ﬁ'g‘fk F 'imﬁﬁ[[ﬁmﬁ Jﬁ%ié’wg\ 'TFJ ['}]‘TUF%QF,[HI ) jﬂﬁf fiHs EH%E”J["?Y[:H;,’QE*{J )
VPSSR EE O B A i L | B Export g5 i iy
Elﬁﬁ'“conflg exp” iy He R e RS E,ﬁ#[g&@ & A

132



Dual-WAN Security Router

12.4 SNMP — RETAHEE BR s R

SNMP £% Simple Network Management Protocol [ f‘[n e R o
[ﬁ[ﬂ% e IR R S pgi = SNMP spf@es e il Eﬂilﬁ\ii'[’iﬁ“‘ °Fﬁjﬁ'5‘*‘?§ﬁ ﬁfﬁl

= (4 SNMP tools-HP Open View) 7= wﬁiwﬂj*‘*@ VPR ] o A EEH N AR
SNMP vi/v2c - i ?ﬂflﬁ—w‘* SNMP A F R (T T e iy DRoRS R = - I
hﬁ'@ﬁﬂ‘ﬁﬂ]ﬁ—f‘

System Tool Port Management GRE WPM Lc

Password Setup

Diagnostic

Firmware Upgrade

Configuration Backup

SMMP Setup

System Time

System Recowver

SNMP Setup

Enabled SMMP

|]:Iual_'|'|'15.lT Security Routerl

|
|
|
|public |
|
|
|

|private

|public

|
oy | Cemeel
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Enabled

JF] SNMP R HIRTES BB » = A i -

System Name

ORI

System Contact

L L

System Location

?:\L—%é FIJE [ JlJF)},i b £ FF[ °

Get Community Name

U TR H BTV O S
“Public” -

Set Community Name

T R

“Private” -

R TR

Trap Community Name

P AR MGE Trap pugit -

Send SNMP Trap to

%—L FEIP b {li—jf&i_-lﬁﬁiﬁ& B EHERVEE Y Trap W92 4% -

Apply

F%F i ] e e R

Cancel

%s_fﬁi%wwwwwgngWﬂwF%@‘wulﬂﬁ%*f HEH

g [ PO R i P [ T E R
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12.5 System Recover — =5 {k (&
(e e 5! R PR

System Tool Port Management GRE VPN Ly
Password Setup
Diagnostic

Firmware Upgrade

Configuration Backup

SNMP Setup

System Time

System Recover

Restart

Restart Router

Factory Default

Return to Factory Default Setting

System Recover — RE] ﬁ%‘;‘w

|

R Eﬁ@—?ﬁ?ﬁ“@ﬁ* fu“Restart Router” » rﬁ’ﬁ‘a‘%ﬁt' RS ?‘Hijﬁ’é?ﬁ_ﬁ~ FL
FIES e p AR IR %’?Tﬁﬁﬁé (e

N

BT
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Restart
Windows Intermet Explorer [SE]
MEfﬁu{t l‘:-'f’) Are you s vou want 1o restart ionfer?

[ ok ]| concal

Return to Factory Default Setting — &l'?ﬂ’ﬁl‘ﬁﬁﬁr%@

T ALEE “Return to Factory Default Setting”, Fﬁgﬂ ,;E_a:fﬁﬂijﬂng i_ Rt
(> ke i B VAR i TR PR Rl e 2 -

Restart
Windows [nternat Explover
Factory Default 3 Are you sume you want i wham o default setting?

I' oK H Cancel ]
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XIIl. USB
F45 USB [i' L2 3G W WIFi JH =4 <& (i = B el 3 42 3G AE! )
u# 1*5\21{—%’ 1
13.1 USB 3G
EL ] 3 L #fﬁﬁ—f%: OIS i 3G (WCDMARHT | [ F%HJ iRy Ffr?ll%ﬁi
SIM A - '] ﬁJ’A_H;/?* T .ﬁ%ﬁ HUE PR
Step 1: USB/3G Connection Setting — USB/3G @?&L%{u_
Step 2: Check IP Address for USB/3G Connection — ’p“gffi USB/3G IP i
Step 3: Check 3G Info from Service Provider — Fel?i 3G g5 ”Eﬁ@ a=a

Step 4: Configure Advance Setting — 3£ KE‘F% +

13.1.1 Step 1: USB/3G HiREEE

= Network Connection ;2 #1 » ¥~ WAN setting 5 14 USB interface it ™ "Click™7:& =

e
Metwork Internet Filter USE oS IP/DHCF
Network Connection
Traffic Management
Protocol Binding
WAN Setting

Please choose how many WAN ports you prefer to use : (Default: 2)

VWAN 1 Obtain an IP automatically Edit
VAN 2 Obtain an IP automatically Edit
USB 3G/356
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Connection Type :

PIN CODE :
Reconfirm PIN CODE :

U5B Connection Status

APN:
Dial Number :
UserName :

Password

Interface: |USE

AG /356G

: 3G modem is connected and warks normally.

|=«99# |

(luse the Following DMS Server Addresses

DH S Server(Required) :
DH & Server{Optional) :

MTU: O Auto @ manual [1500 |bytes
Beck Ay ) ( Cemesl
PIN Code — PIN ﬁﬁ
PIN CODE :

Reconfirm PIN CODE :

TSPV SIM A2 E R PIN S

U W GRS SR PIN RS

Unlocked Key” -

AR PINGE + #,20 PIN R P -

Sy SIM ﬂ?}{ff]gf&#l’i—_ » RS “[PUK] PIN

USB Connection Status — USB Is55Rfz

Ej{}[kpu ﬁ {/[[T

138



Dual-WAN Security Router

B 3G modem is connected and works normally.
& 3GHff=LEE T Y {E_fl"E}ﬁfJ’ °

B 3G modem is connected, but it requires the PIN code to enable the 3G
service.

& 3G - [BFE PIN IR -

B 3G modem is connected, but there is no SIM card available. Please
insert the SIM card for 3G service.

& 3G (I HE SIM - R SIM TV 3G g -

B 3G modem is connected, but the SIM card is locked. Please enter the
PUK code to unlock.

¢® 3G %ﬁf}{’u'i@}% » (I SIM =Rl o ﬁ%ﬁ* PUK ﬁ%ﬁ_,j °
B 3G modem is not available.
& (HE 3G A
DNS Server — DNS 37

= I T VR ISP ekl DNS i+ #1153 ISP IR F I AVE DNS -

usethe Following DNE Server Addresses
DM S Server(Required) :

0N S 5erver(Optional) ;
3G Setting - 3G F%%_

W AE | 3G ARy AR R -

APN :
Dial Humber: |+29%
Username :
Password :
APN: YRS E%@j £ "Internet” -
(Access Point Network) | ffers= (i35 Ijj s T -
PRI B
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Dial Number WCDMA-UMTS =5 1??@@?3% *99# -
R

User name T r..[ A

Password T r"l Iy ‘Fﬂ%

BE 22" Apply” T M T O g

13.1.2 Step 2: fi& USBI3G IP 41~

[FIEFTE 2R WAN FORE -

f
WAN Status
. -
WAN 1 WAN 2 USB
0.0.0.0 0.0.0.0 —
0000 0000 0.0.0.0
0.0.0.0 0.0.0.0 PSSy
0 0 0
0 0 0
Dyndns Disabled Dyndns Disabled Dyndns Disabled
3322 Disabled 3322 Disabled 3322 Disabled
0 rules set 0rules set —
[Releess [Relzess
[REmE [RiEmER
WAN IP Address | & | 'fjij USB Iifiv IP S0 4o
Default Gateway | ¥ ISP fufiiligi IP i i
Domain Name B L1 pY DNS IP r’ﬂ_"ij}r,%%—_‘ °
Server
Downstream B E I USB ™ Sl il 5k -
Bandwidth Rate
Upstream B F Ui USB P - [
Bandwidth Rate
DDNS Setup B BRI F ARSI - EE%E y"Disabled” -
QoS Indicate how many QoS rules are set.
i [ 2 bk QoS | -
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Manual Connect | Disconnect: ﬁiﬁﬁlﬁfﬁgﬁﬁgﬁfg o
Connect:;’[ %’?fﬁiﬁl;&'\ 0

SRATERIHRVIE (Physical Port Status) - @57 | USB HifufE -
Connected : 3G/3.5G A/ SiiEE S
Enabled : 3G/3.5G Lj/=! firf=] » = *' gfgﬁs[rgwﬁgﬁo

Physical Port Status

1 2 3
LAM
Connect Enabled Enabled
Internet Internet LsB
WAMN 1 WAN 2 UsB
Enabled Enabled Enabled

13.1.3 Step 3: ’F‘éﬁ%’ 3G R5HH T

5] USB SZ It -

USE CoS IP/DHCP Firewall Advance Systd
UsE
Intelligent USE Power Sawving

Basic Wireless Setup

Wireless Security
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Interface : USHB

Connection Type : 3G Modern
System Provider : 46692

Signal Quality :

o
Charge count: (® Disabled O Bytrafiic(KBytes) O By time(Minutes)
[] restartthe count on th day every month
yapalks Cemesl

Interface B i EiEL USB -
Connection Type | ¥ Y| - Ff=¥+"3G Modem”
SRS
System Provider | &7 | Ifji| 7% sy £
T

BT IR SRR o
Signal Quality A Eﬁﬁ

PR T ﬁw;@fm " RTINS -
Charge count [ T R s R TELE S = E ffi3"Disabled” -
RIS

3G service charge by traffic usage — I'/jhEE = 3G JRF5EH"

Charge count: O Disabled @Eytrafrc[KEmes} (O By time(Minutes)

Premium : K.Bytes Dollars
Extra Charge : Dollars | KBytes
] Stop connection when total traffic reaches KBytes
Previous Total Traffic (KBytes) : —
Current total Traffic (KBytes) : — Clean
Charge : —
[] Restart the count on th day every manth
Ayifalky Cemee]
Premium 3G EHIH [HEL £ 745

37 Yok
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Extra charge

L A e g

Lo
Auto Disconnect OH I T RS R E > T - 3G qg;iﬂ[wgﬁ
i LI

Previous Total Traffic

R

A clean HE VIRl MR

Current Total Traffic

E VR R 2 gl

E BRI =
Charge R A ‘ﬁﬁlﬁl’ﬁl CI =TS ICTR
TR ST

Restart the count

EIFTErET

SR N S (e

= ER PRSI -
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3G service charge by time usage -J’ JEéﬁFéFJj%F 3G JyF5Rtes

Charge count: () Disabled (O Bytraffic(KBytes) () By time(Minutes)

Fremium : Minutes Dollars
Extra Charge Dollars / Minutes
] Stop connection when it's aver minutes
Previous Cumulative Time :—
Current Cumulative Time :—
Charge : —
[] Restartthe count on th day every month
Ay Cemeel
Premium 3G BN M [ EL A 4 -
e ey
Extra charge ’é G L R R VLEIR
HE |
Auto Disconnect [EIF' B S R R > P - 3G Y
F IS T B I -

Previous Total Traffic | "4~ clean & ol ™| r%?
F ¥ I 2 R &
Current Total Traffic AR 1 U
IR B I
Charge ASLERE VR ™ IR TR e ] e
TR
Restart the count AR L (e
EIFRET
= PRI

13.1.4 Step 4: ;EFETF%P%—_

4L $E) 97 3G/3.5G USB f 7 st -
(1) Disabled: 3G 5]
(2) Performance Mode: 3G "5 <5alifst -
(3) Backup mode: % WAN ffFE=1fj= » U] WAN IFI#EEL | RS -
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(4) Smart mode: [{Tfij WAN S{LESL{SfES )10 3G/3.5G USB SEFI KUl ~i% ™ fifirfis®
PR -
(5) Scheduling mode: 3G Ejﬁ%‘%ﬁfﬁ‘/&ﬁ?ﬁi%%}?l%@ E@*J?ﬁ“@ﬁi@ﬁ&ﬁ)%% °

© Mode Selection

O Disabled

(O Performance Mode (Always connected)

® Backup Mode

O Smart Mode Idle time Minutes
O scheduling Mode

Performance mode

Performance Tf)i?“rlg’ﬁl['ﬁl 3G/3.5G " A R Cr AT - R Rl i gL
Backup Mode
H OB WAN (R 7 - RAssE™ > BG ST R 7 1 st » SRyh e P it WAN
IRy = prnls > 3G RIS Tﬁ FIEPE S 5liast > L ETEO WAN GG PR IS -
Interface: USB
© Mode Selection

) Disabled

) Performance Mode (Always connected)

(& Backup Mode

O smart Mode Idletime ! Minutes
) Scheduling Mode

© Trigger Condition

MNED-3tart Failover Threshold-Start Load Balance
WAN 1 Enable Failover Over Kbits Under %
WAN 2: Enable Failover Over khits Under, %
WAN 3: [ Enable Failover Over khits Under %
WAN 4: [ Enable Failover Over khits Under %
Auto Selftest at00 | |00 |everyday [] Add log for auta selftest
Ayapaliy Gemeel

Trigger Condition — 3% &%

NSD- Start Failover — E’@ﬁ(ﬁﬁﬁﬂ?#ﬁﬁﬁ%{@
1 HE R PR WAN 35 (e
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FEIH S DI R WAN B 3G BEFLI 7 7 PR WAN IS S5 |
prte AL

2. ﬁFﬁ%ﬁJH:

IEIQEI 15 IEEUT”F F[ ErudrE WAN {'ﬁ lcﬁig.“lg’* ’ 3G§T:E p % ” i }—'7%;* °
i A
Auto self test IS

Interface : USB B= ey USB e
USB 3G/3.5G St 5 v =) i ARt i ] 5
Auto Self-test at : everyday | _ ., ... .. % ULH e F \‘EHJ:F J’! !
*J%% I~ ;(EJMEU—
Add log for auto self test T‘i AR IFEF U PR A o
Smart Mode

F'}E'I%E""AHE‘ 3G LI B R L S P o (R E ’?E'WAN PP
Hi S @%&Mﬂ?ﬂﬁﬂj ﬂj » B AR L R USB%EF o [HH{7E F AL WAN ST
ijﬁ%%ﬁsﬁﬁ 3G§F:EFFULHKA|'EII}J{‘ ?T‘*Jwglﬂlﬁlvﬁx°

-

© Mode Selection

{0 Disabled

) Performance Mode (Always connected)

) Backup Mode

(® Smart Made [“I1dle time 10 Minutes
(2 Scheduling Mode

© Trigger Condition

MSD-Start Failover Threshold-Start Load Balance
WAN 1: Enable Failover [¥] Over/10000 | khits Underl0 |
WWAN 2: [“lEnable Failover DOver khbits Under %
VAN 3: ClEnable Failover Over khbits Under %
VAN 4: ClEnable Failover Over Kbits Under %

Threshold- Start Load Balance: ?5,“;‘:'5 F‘fléi‘?félfsﬁlﬂﬁf?r%}‘%

ARETR TR WAN SRR 3G I < e R AT s s
fi o Pip 8 WAN S Eﬁi%ﬂ%tgﬂﬁ ' 3G %i:fﬁl'“iﬁ FIEMSELAC I WAN IR 5 £

L

BRI LT ST - AT 2 NSD-Start 2 -
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1. RETHE TR

T B R - A (O] WANA .51 83 10000Kbits [+ - 3G

EJ’ ?S’?‘Jj-rgl—f IE&+d{;ro
2.

[ et

F{l 3G§£F—"u[’ﬂ_1§_1§m = E IEW%@%?EH]: AL f’jﬁﬁﬁ;ﬁl[’gﬂﬁu WAN1 fojfi &l iEIEIHJ{FE , »F{I[
phel i O%EJJ‘ + B 1 3G it o e -

Scheduling Mode

i+ Schedule mode [ > “[ﬁ ARl R 3G/3.5G ElfJiE,la“ﬁLE\ﬂjFﬁJ%

5’%}[—1 ’ﬁllg_'w';\j\_lj EIFVIS

USB Active state

09:00 12:00

to to
11:59 14:59
 Appy | cancel Jexi]
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15:00 18:00
to to
17:59 20:59

Power saving state

21:00
to
23:59

' 3G
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13.2 USB Wireless

4 USB 857 i' L 42 Wil 91 55 05085 15 WLAN FLEST | o 1)K 1 R OD0 35 1 4 fstifg

E'ﬁF%JL .

USE oS IP/DHCP Firewall Advance Systd

UsSE

USE Power Saving

Basic Wireless Setup

Wireless Security

13.2.1 Basic Wireless Setup

Basic Wireless Setup

Enabled Wireless AP

1802.11 BIG/N mixed |+ |
Auto-Select w

SSID 1 (RTZEB0AF || @Enabled O Disabled
SSID 2 | || Oknabled @ Disabled
SSID 3 | || CEnabled @ Disabled
SSID 4 | || OEnabled @ Disabled
garaliy Gemeel
Enabled Wireless AP

BEEEAR AP TS

S T WiFTAP I -

Wireless Network Mode
S

A2 Y SR £ 802.11 BIGIN
mlxed
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280211 BIGIN mixed v
280211 BIG mixed
30211 B only

80211 G only

20211 M anly

20211 G/ mixed

20211 BIGM mixed

U [REE RS Iié}%”’ﬁl%fﬁ £7, Auto-Select-
Auto-Select |«

1-2.412
2-2.417

Wireless Channel |3-2.422
14-2497

AR SR 15-2.432
16-2.437
7-2.442
18-2.447
|9-2.452
10-2.457
11-2.462

Jg* SSID (15 S = E R
Enable 754}l Disable -

RHERI 2 “Apply” 7 1] E'UF%?EPJ fﬁ% g

SSID

13.2.2 Wireless Security Setting - 3'= F%’é:

USE QoS IP/DHCP Firewall Advance Syste
LSE
IUSE Power Sanr ir'ug

Bazic Wirelazs Setup

Wirelass Security

\Wireless Security

S e
| OFEN v |
| NONE |

Sy Ceasel
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Efy SSID -
" gﬁﬁmﬁij AR o E'%‘,E[I%E'?E—fﬁ e

Select SSID

Security Mode WEPAUTO

WRAZP S

WPAZ

WREATWEAZ
WRAPSEMWFPAZPSK

FIH R ST 2 e

| OPEM v

WEP  w
@1 Oz Oz Oy
| B4 bits (10 hex digits) |

Encrypt Type fi"#$% None ~ WEP -
Bk 5 74 None - i 1 %’Té O AR T

ISR i e 1 (R e
?\4\ o

Default Transmit Key

R ERY B R

R

WEP Encryption ) sew e . . .
WEP [i' 214 64 bits 15 128 bits -
Key

A YIRPRE A = e

11‘?%‘ E}:gét *
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Shared

| SHARED |

WIER %

®1 Oz Oz Cu

|64 bits (10 hex digits) v |

Encrypt Type <42 WEP fi=0 o
WLz
Default Transmit Key . . ot
S IR AR B Ha,ﬂf'}_l\’ o
WEP E ti . . .
ians [ 44 64 bits 7% 128 bits -
WEP “pi
Key ) B
. r YIRS = g
B i
WEPAUTO

SMEPALITO v

YWEF v

®1 Oz Oz O4

|64 bits (10 hex digits) v |

Encrypt Type <5 WEP f&i=¢ «
Eik e
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Default Transmit Key g b E (T S
st TP
WEP E ti . . .
=heryption "2 64 bits 7 128 bits -
WEP [
Key . ;
Iy LEEPURT Y = e
R i
WPAPSK
|WPAPSK v |
TRIF i
|D kecnnds
| |
Encrypt Type <12 TKIP, AES ¥ TKIPAES f&= -
Bk e
Default Transmit Key -
it rekey FEY] 0 VEEREL 30 F) o
Shared Secret iy s (R PR T P
WPA

LPA v|

TEIP b

|D |secnnds

Encrypt Type 132 TKIP, AES % TKIPAES =4 -
{mﬁjfﬂéfﬁ
Default Transmit Key o rekey [Fifi] - SHREEE 30 F) o
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T
Shared Secret iy A (PR RTRE T R T AR
FE s -

WPA2PSK

SWPAIP S

v

TEIP b

0

|secunds

Encrypt Type 142 TKIP, AES % TKIPAES f&i=4 -
gk
Default Transmit Key
Lt reke H] > FEEEEL 30 7 o
ik e rekey Ryl - SRk 3077
Shared Secret i ot A U e R W o i TR =
ﬁﬁﬁﬁﬁgyéi ]ﬁ,n °
WPA2

—

TKIP

|D |secunds

Encrypt Type
ML D2

4 TKIP, AES % TKIPAES f5i-¢ -

Default Transmit Key

L rekey ] L 30 7 -

T F
Shared Secret [ AR R o S T s A
ﬁﬁﬁﬁﬁgyéi ]ﬁ,n °
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WPA1WPA2

| WPATIPAZ |

|secnnd5

Encrypt Type <12 TKIP, AES ¥ TKIPAES f& = -
AR
Default Transmit Key -
& ] SRR 30 F o
b it rekey [HfH] - I 30 )
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